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1 Introduction

EnGenius EPI-3601S Wireless LAN PCI Adapter compliant with IEEE802.11g,

adopts “Super G” and “Extended Range” WLAN transmission technologies, resulting

in transmission speeds of up to 108M, transmission distance is 2-3 times that of the

normal 11b, 11g products, transmission range extended to 4-9 times. It provides
multiple security options with 64/128/152-bit WEP Encryption, WPA, IEEE802.1X,

TKIP and AES, which provides super-safe data communication abilities.

With strong firewall, EPI-3601S features effective security to protect wireless network

from intruders. With external antenna, it can fit various operation environments and

let the user connect to the Wireless network effortlessly. EPI-3601S also supports

Seamless Roaming compatible with other 11b, 11g WLAN equipments.

2 Features

Features

Benefits

2.4GHz IEEE802.11b/g standard

Fully interoperable with IEEE802.11/b/g
compliant products.

High Speed Data Rate up to 108Mbps*

Capable of handling heavy data payloads

such as MPEG video streaming

802.11i security specifications, provides
Advanced Encryption Standard (AES),
Temporal Key Integrity Protocol (TKIP),
IEEE802.1x client

Enhances authentication and security

Site Survey Utility

Allows users to browser the available active

access points which users can connect

802.11e Standard Support

Wireless Multimedia Enhancements Quality of

Service support (QoS)

Seamless roaming

Full mobility

Supports eXtended Range technology

Up to 9 times than the range of normal
wireless products.
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* Theoretical wireless signal rate based on IEEE standard of 802.11a, b, g chipset used. Actual

throughput may vary. Network conditions and environmental factors lower actual throughput rate.

3 Package Contents

Open the package carefully, and make sure that none of the items listed below are
missing. Do not discard the packing materials, in case of return; the unit must be

shipped back in its original package.

>» One EPI-3601S Wireless LAN PCI card
» One Screwable Antenna
>» One CD-ROM with User’s Manual, Configuration utility & Drivers

Green color LED Description

LINK Blinks when active connection is available

else remains switched OFF
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4 System Requirements

To begin using the WLAN PCI Adapter, your PC/Notebook must meet the following

minimum requirements:

Operating System — Microsoft Windows XP/2000
PCI socket x 1 (free to use socket)

256MB RAM memory or higher

750MHz CPU or higher configuration

vV VvV Vv VY

5 Installation

Important: Install the WLAN Adapter utilities before inserting the WLAN
Adapter into your computer.

Insert the support CD into your optical drive. In the CD drive folder, you will see the

following file.

Click open the file and you can briefly see the following...
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jeniust Soft. app
x

ERL-3601_2k_xp_v1_0
~ Setup.exe
— Macravision Corpotation

InstallShield Wizard

EnGeniuz Client Installation Pragram Setup is preparing the
InztallS hield \Wizard, which will quide pou through the rest of the
zetup process. Pleaze wait.

CT] - - - [TTT]] Cancel

EnGenius Client Installation Program |X\

EnGenius Client Installation Program

This program installs the driver and client utilities for your EnG enius ‘irsless LAN Client Adapter.

W Cance]

Click next to install or click cancel to terminate installation.
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InstallShintd Wirard

% InstallShield Wizard

Chck o 1y o 400 pons el Cick the type of sehup you peefer.

o Descrpsion iratad Chart Usltias s Drives | Deciption

Install Cirves Cirks Cheous His ot I Chocce U ocon b el e
s and chort uiios. Thi i the ot ek, wtheus rtsing
tecommended option. v

Two options are available for installation. Choose one of them and click Next

EnGenius Configuration Utility + driver.
2. Driver only.

Choose Destination Location

The installation program will install the client utilities in the follawing loc ation:

Destination Folder

(E'\nglam FileshEniGenius W ‘

Choose location to install and click Next.
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Select Program Folder

The installation pragram will add pragram icons to the Program Folder listed below, You may enter a
new falder name or select one from the Existing Folders list

Proagram Falder.

E zisting Folders:

Kl ] &

Ad TEC PC

Ancessolies

Adminishrative Tools
G75

Bazaar

DAEMON Toals

DeepBumer

Dia

Docudesk

Dawnload Acceleratar Plus [DAP]
Games

Choose name for program folder to create shortcuts. Click Next.

EnGenius Client Installation Program

EnGeniug Client Installation Program

IMPORTAMT: Please Read!

On *Windows <P, you can configure your EnGenius Wireless LAN Client &dapter through the
EnGeniuz Client Utility (ECU or a third-party supplicant. Because third-party tools may not
provide all of the functionality available in the ECU, EnGenius recommends that pou uze the

ECU. [Please naote that a patch from Microsoft might be required to use the Microzaft tool with
WPA zecurity. |

Ot the next screen, select whether pou want to use the ECU or a third-party tool to configure
wour client adapter.

MOTE: If you zelect a third-party tool, zome of the ECL features will not be available. To
activate thoze features, wou must install the ECUL

[ ¢Back || Mest> |’ Cancel ]

Should you agree with terms and conditions mentioned, Click Next else click
Cancel to exit.
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X

Choose Configuration Tool

Ww'hich tool will vou use to configure your client adapter?

(& EnGenivs Client Utiity and Supplicant
() Third-Party Supplicant

[ ¢ Back H Mesit » ][ Cancel

Choose Engenius client Utility & supplicant

Choose Configuration Tool

X

YWwhich ool will pou use to configure your client adapter?

() EnGenius Client Utiity and Supplicant.

@

[ ¢ Back H Mext > ][ Cancel

Else choose Third-party supplicant & click Next.
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EnGenius Client Installation Program

Setup Status

EnGenius’

EnGenius Client Installation Program

Setup Status —

EnGenius’

EnGeniuz Client Inzstallation Program iz configuring your new software installation.

X
EnlGeniuz Client Installation Program iz configuring your new software installation.
Instaling the driver files...
ENNENNENEN

3

Be patient until the installation process is complete.

Cancel

10
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EnGenius Client Installation Program

Setup Status =
EnGenius

EnGeniug Client Installation Program iz configuning pour new software installation.

EnGenius Client Installation Program

InstallShield Wizard Complete

The installation program has successfully performed the selected operations.  Click Finish to exit
the \wizard.

Find the item in Start menu

e e -

Paint.NET

Remoke Assistance
TextPad

Wwindows Deskkop Search

Programs

=

Dacuments » [@ Dacudesk »
[@ Daownload Acceleratar Plus (DAF) 3

rﬂ] Entzenius
Search v I Filezila v

B H T m§

Settings 4
5 EnGenius Client Uity

Uninstall EnGenius Client kilicy

i

v @ B

Professional

11
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6 Verify installation

Verification involves finding EPI-3601S card in System Properties and checking if the

driver is installed correctly.

1. Open [Control Panel] =>Double-click [System].

2. Select [Hardware] tab=>Click [Device Manager].

System Properties 1‘@
System Restore Automatic Updates | Remote
General Computer Name |’ Hardware  ©  Advanced

Davice Manager

The Device Manages bsts all the hardware dewices installed
on your computer, Use the Device Manager to change the

properties of any device.
([ Gvee o]

Drivers

g Driver Signing lets you make sure that installed drivers are
compatible with Windows. Windows Update lets you set up
how Windows connects to Windows Update for drivers.

| Drrvet Signing ] [ Windows Update

Haidware Profiles

- Hardware piofiles prowide a way for pou to set up and store
different hasdware configurations.

Hardware Profiles

Select Network Adapters.
Click open [EnGenius PCI wireless Network Adapter]

Eile  Action Wiew Help

m &S 2 A

+ IDE ATA/ATAPI controllers
+-38 Imaging devices
+ IE] Infrared devices
+|-Z2 Keyboards
+-1") Mice and other pointing devices
+ 3_, Modems
+ § Maritars
- B8 MNetwork adapters
B8 Blustooth Device (Personal Area Mebwork) #3
B8 Bluetooth Device (RFCOMM Protocol TDI) #4
EBluetooth PAM Network Adapter
é EnGenius PCI Wireless Metwork Adapter ]
Generic Marvell Yukon Chipset based Ethernet Controller
+-E Portable Devices
+- ' Ports (COM & LPT)
+ ﬂ Processors
+-€= SCSI and RAID controllers
+-8), Sound, video and game controllers
+|-2g Storage volumes

¥ System devices
+ Universal Serial Bus controllers

12
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Verify that the device status of [EnGenius PCI wireless Network Adapter]
[This device is working properly]->Click [OK]
General | Advanced | Driver | Details | Resources

EnGenius PCl wWireless Metwork. Adapter

Device type: Metwork adapters
M atiufacturer: EnG eniLs
Location: PCI Slat 1 [PCI bus 4, device 1. function 0]

Device status

Thiz device iz warking properly.

I wou are having problems with this device, click Troubleshoot to
start the troubleshooter.

Troubleshoat....

Device uzage:

Use thiz device [enable]

oK ] [ Cancel

7 Setup Network Configuration (MS WinXP)

o Enter [Start Menu] =>select [Control panel] =>select [Network].
¢ Right-click [Wireless Network]

e Select [Local Area Connection]) icon=>select [properties]

13
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-+ Wireless Network Connection 9 Properties

General | Wwiteless Networks || Advanced |

2

Connect using:

‘ E& EnGeniuz PClWireless Network. Sdag |

Thiz connection uzses the following iterms:

Q 05 Packet Scheduler o
3 Microzaft TCP/IP version B
Internet Protocal [TCRAP)

v
< | >
Install... Urinztall

Dezcription

Transmission Control Protocal/intermet Pratocaol. The default
wide area network protocol that provides communication
across diverse intberconnected networks.,

Show icon in notification area when connected
Motify me when thiz connection haz limited or no connectivity

[ Ok H Cancel l

Select [Internet Protocol (TCP/IP)] =>Click [Properties].

Internet Protocol (TCP/IP) Properties

Beneral | Atemote Configuation|

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network. administrator for
the appropriate IP settings.

(% Dbtain an IP address automatically ) &
() Use the following IP address: ] b

(©© Obtain DNS server address automatically ) 2
() Use the following DNS server addresses: 1b

[ ok ][ cancel |

Select the [General] tab.

a. If your Wireless Router supports [DHCP] function, please select both [Obtain

an IP address automatically] and [Obtain DNS server address automatically].

14
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b. If the router does not support [DHCP] function, you have to configure the IP

and DNS settings.

8 Setup WLAN (EnGenius Client Utility)

Prerequisite:

1. Your home/office environment should have a wireless LAN Access Point
(AP) that is available for your use.

2. You should readily have the (security keys) to connect those Wireless LAN
Access Points (AP)

EnGenius Client utility will first automatically link with any Wireless AP if there is no
security key required. If the connection is successful, a message will appear on

taskbar.

Following steps guides you to initially setup a wireless network connection.
If in case any non secure WLAN access point was found by EnGenius Client Utility, it
will have already connected to that AP. Notice the EnGenius Client Utility on taskbar

€E8 Ll
v shows connected icon.

Hovering the mouse cursor briefly over EnGenius Utility icon will show status as
follows...the current status indicates that Config utility has automatically connected

to an Access Point named ICN_DLINK_WIFI. Other details about the connection

are shown.
L L @"  7i3epM
ICH_ 117
ICN_DLIME _WIFL
Associated
Excellent

54,0 Mbps, 11g
EnGenius PCT Wireless Mebwark, Adapter
192.168,200,121

Click open EnGenius Client Utility from start menu.

15
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You will see the utility show up as follows. Current Status tab shows information
about the ACTIVE network connection.

EnGenius Client Utility - Current Profile: ICN_11g
Action  Options  Help

Current Status | Profile Management | Diagnostics
Prafile Hame: ICH_11g EnGenIUS
Link Status: Aszzociated Metwork Typpe: Infrastructure
Wireless Mode: 802119 54 Mbps Current Channel: &
Server Bazed Authentication: Mone Data Encryption: 'wEP
IP Address: 192.168.200.121
Signal Stength: [HHMNENNNNNNNENNENNNNNER Excelent
Advanced

In case there was not any network connection made, it can be manually connected

by following the steps listed below.

1. Click open EnGenius Client Utility from start menu.

2. Click open Profile Management.

EnGenius Client Utility - Current Profile: ICN_11g
Action  Options  Help

Current Statug |

Diagnostics

Metwark Mame 1 [SSI07]: LEmphy:
Metwork Mame 2 [S5ID2): <emphys
Metwork Mame 3 [S5I03) <emphys

[] Dizable WLAM if L&M iz Connected

Export...

Scan...

Default Mew...
wlCM_11g _
Activate
Details
Wetwork Type: Infrastructure
Security Mode: Dizabled

Order Profiles. ..

16
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Click Scan. You will see a window showing all available AP that can be detected by

EPI-3601S Wireless LAN card.

Available Infrastructure and Ad Hoc Networks

Metwork, Mame [S510] [ﬁg Super =R Signal Strength Channel Wwirelezs
D ICN_DLIME_ wWIFl =2 llll 48 dB G 80211g!
L ICNEXUS =3 llll 20 de G 80211k "
1 MNESP ol ode E 802.11g!
< | >

Activate Fiefresh ] [ Ok ]

Click on the SSID that you have security key information or choose an SSID which

has no encryption to begin with.
Click Activate.

Then, automatically profile management window pops up as shown below.

Profile Management

General |Securit}' Advanced

Profile Settings
Profile: Marne: | ICH_T1d |

Client Mame: |\N'olk8 tation-5 |

Metwork Mames

55101 |IEN_DLINK_WIFI |

5802 | |

5503 | |

Ok l [ Cancel

Give a profile name that you can recognize later. Fill in the details of SSID,

17
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Click Security tab in case the Access point needs security settings.

Profile Management

General | Secuity | Advanced

Set Securty Options

(I wWPAANPA2 WRASAWPAZ EAP Type:
() WPAAWPA2 Passphrase
a0z 1y B0Z.1x EAP Type:

(%) Pre-Shared Key [Static 'WEP]
() Naone

[] &llows &ssociation ta Miked Cells

I

[ ok

l

l Cancel ]

Click Configure. This Access point for instance is WEP key protected. Therefore

the corresponding settings have to be keyed in.

Configure Pre-Shared Keys (Static WEP)

ey Entry

() Hexadecimal [0-9, A-F) (&) ASCI Test [all keyboard characters]

Encrpption keys

WEP Kep Size:
Trargmit Keyp B4 128 182
WEP Ky 1: @ |oooooooooooooooooooooooooo | D @ D
WEP Key 2 | 0 ® O
WEF Key 3 | O @ ©
WEP Key 4 | 0O ® ©
I ak. l l Cancel ]

Type the security key information as appropriate. You will need to have this

information ready in hand in case this is a protected network. Click OK when you are

done.

18
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Return back to profile management tab and click Advanced tab. typically you will

notice the following.

Profile Management

General | Secuity | Advanced

Metwork, Type: (TR0

802.11b Preamble: | (3) Short & Long (O Long Only
Wwireless Mode Wwirelezs Mode When Starting Ad Hoc Metwork,

802.11g 54 Mbps
[¥]802.11b 11 Mbps

Super G

THd
| e¥tended Range (R
ERAAAL 802171 Authentication Mode

Qo5 O Auto (= Open () Shared

Preferred APs...
oK Cancel

Clicking OK will result in connecting to the network directly.

9 System Tray Utility options

Right click on EnGenius utility icon can help do many activities.

€ pnm (
Network connected 7 Network disconnected

19
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Right click options (Radio Enabled)

Exit

Cpen EnGenius Client Ukilicy. ..

Preferences. ..

Disable Radio

Show Connection Status

Select Profile

Select Client Software

Disable WLAM if LAM is Connected

Right click options (Radio Disabled)

Exit
Cpen EnGenius Client Lkiliey, ..
Preferences, .,

Enable Radio

Show Connection Status
Select Profile 4
Select Client Software 4

Disable WLAMN if LAN is Connected

Choose Exit to quit EnGenius Client utility.

Choose Open EnGenius Client Utility

If Radio is already disabled, you will see a window as shown below.

EnGenius Client Utility - Current Profile: ICN_11b
Action  Opkions  Help

Current Status | Praofile Management | Diagnostics

Profile Mame:
Link Status: Mot Azsociated
Wireless Mode:
Server Based Authentication:
IP &ddress:
Signal Strength:

Fadio Status: Software Dizabled

EnGenius

Metwark Type:
Current Channel:

D'ata Encryption:

Mo Link.

If Radio is already enabled, you will see a window as shown below.

20
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3.

4.

EnGenius Client Utility - Current Profile: ICN_11b

Action  Opkions  Help

| Prafile Management || Diagnostics
Profile Mame: ICM_11b EnGenIUS—
Lirk Status: Aszsociated Metwark Type: Infrastiucture
Ywireless Mode: 80Z2.11b 11 Mbps Current Channel: &
Server Based Authentication: Mone Data Encryption: WEP
IP Addiess: 192.168.200.121
Signal Stength. (NNNENNNNNNNEEENENENENN  Excelent

Choose Preferences. Check the box to choose whether you want the utility to

run when Windows starts.

EnGenius System Tray Utility Preferences [5_(|

Startup Options

b enu O ptionz

itemz are hidden.]

Rur the program automatically when Windows startz

Check the itemsz that you want to appear on the popup menw. [Unchecked

[w]Help
[w] E it

[w] Troubleshooting
[w]Dizable Radio
[w] b arial Login
[w|R eauthenticate
[w]Select Prafile

[w]Open EnGeniuz Clent il

[w]Show Connection Status
[ Mizahkla Wi AN L &K = T rmneckad

E

|

[ OF. l [ Canicel

Choose Enable Radio and notice the message that confirms the same.

21
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EnGenius Client Utility

The RF signals for the Following network, cardis) have been successfully disabled:
Enigenius PCT Wireless Metwaork Adapter

5. Choose Disable Radio and notice the message that confirms the same.

EnGenius Client Utility

The RF signals for the Following netwaork, cardis) have been successfully enabled:
EnGenius PCI Wireless Metwork Adapter

6. Choose Show Connection Status

If WLAN adapter is enabled, you will notice the following window with network

connection information.

Connection Status

Active Prafile; ICH_11hb

Auto Prafile Selection: Dizabled
Connection Status; Aszzociated

Link. Cluality; E ucellent

S5I0: ICHE=US
Current Receive Rate: 11.0 Mbps
Current Tranzmit F ate: 11.0 Mbps
Client Adapter |P Address; 192168, 200,121

Lok ]

If WLAN adapter is disabled, you will notice the following window with disabled

network information.

22
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7.

8.

Connection Status

Active Prafile;

Auta Prafile Selection: Dizabled
Connection Status: Mot Azzociated
Link. Cluality;

551D

Current Receive Rate:
Current Tranzmit B ate:
Client &dapter IP Address:

Choose Select Profile

If radio is disabled, grayed out Profile options are shown as below

Show Connection Status

Select Profile

Select Client Saftware 3

Disable WLAM if LAM is Connected

If radio is enabled, available Profiles are shown as below

Show Connection Status

Default

Select Client Software » ICM_1lg
v ICH_11b

Select Profile

Disable WLAMN if LAN is Connecked

Choose Select Client Software

If Radio is enabled, two options are shown as below.

23
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10.

Show Connection Status
Select Profile k

Select Client Software

v Eniaenius Client Ukiliky
Windows

Dizable WLAN iF LAN is Connected

If Radio is disabled, two options are shown as below.

Show Connection 5tatus
Select Profile

ect Client Software

Disable WLAM iF LAM is Connected

Choose Disable WLAN if LAN is connected. Immediately, if an active LAN
connection is detected, EPI-3601SWLAN adapter is disabled.

Choose Open EnGenius Client Utility

If Radio is already disabled, you will see a window as shown below.

EnGenius Client Utility - Current Profile: ICN_11b
Action  Options  Help

m| Profile b anagement | Diagrostics
Prafile Marme: EnGen IUS
Link Status: Mot Aszociated Metwark Type:
Wireless Mode: Current Channel:
Server Bazed Authentication: D ata Encryption:
IP &ddress:
Signal Strength: Ma Link
Radio Status: Software Dizabled

If Radio is already enabled, you will see a window as shown below.

24
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EnGenius Client Utility - Current Profile: ICN_11b
Action  Opkions  Help

Profile Management || Diagnostics

Profile Mame: ICH_11b EnGenlus
Lirk Status: Azsociated Metwark Type: Infrastiucture
Wireless Mode: 802 11b 11 Mbps Current Channel: &
Server Based Authentication: Mone Data Encryption: WEP

IP Address: 192.168.200121

Signal Stength. [ENERNNRNENRNENANERERY  Excelent

Click Advanced to view more information about the current active network

connection.

Advanced Status

Metwork, Mame [SSI10): ICH_DLIME_\WIFI Current Signal Strength: 50 dBm
Server Bazed Authentication: MHaone Current Moize Level: -95 dBm
[rata Encyption: WEP Up Time: 02:05:37
Authentication Type: Open 802.11b Preamble: Shaort & Lang
Meszage |ntegrity Check: MHaone Current Receive Rate: 54.0 Mbps
[as: Mane Current Transmit R ate: 24.0 Mbps
Agzociated AP Mame: Unavailable Channel: B
Azzociated AP [P Address: Unavailable Frequency; 2437 GHz
Agzociated AP MAC Address: 00-1B-11-63-98-24

10 Setup Network security (WEP, WPA...)

If your AP/Router has network security key, your wireless adapter needs to have the
same security setting. The details of setting up network security are described below.

Please open EnGenius Client Utility.

a. None

If AP you want to connect has no encryption settings, just simply click in Set

25
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Security Options.

Profile Management

General | Securly | Advanced

Set Security Options
OwPAMPAZ
OwWPAMPAZ Passphrase
8021
() Pre-Shared Key (Static WEP)
©Hang

Canfigure...

WRAMPAZ EAF Type:

80214 EAP Type:

Allaw &szociation to Mixed Cells

Lirnit Timme for Finding Domain Controller To: l:l

b. WPA/WPA2

1. Select WPA/WPA2 under Set Security Options.
2. Choose the correct EAP type.

Profile Management

Gereral | Secuiity | Advanced

Set Security Dptions
(@) WRANPAZ
O wWPAMPAZ Passphrase
[@F: AT
() Pre-Shared Key [Static WEF]
) Mone

Group Policy Delay:

WPAMPAZ EAP Type:

-TTLS
. |PEAP (EAP-GTC)
BO2 T AR Tpe: | obs b [EAPMSCHAP V2)
LEAP

EAP-FAST

Allow Association to Mired Cells

[ Limit Time far Finding Oromain Contaller To: l:l 3EC

0K

J

Cancel

3. Click Configure.

26
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Profile Management

General | Security | Adwanced

Set Security Options

@ WhhAWPA2 WRAAWPA2 EAP Type: |EAP-TTLS v
O WPAMPAZ Passphrase 5
. |PEAP [EAP-GTC)
O 021 BU2 1w EAP ToPe | o s b (EAPMSTHAP V2)
O Pre-Shared Key [Static WEF) llzig'-:;:AST

) Nane

[ Limit Time for Finding Domain Controller To: l:l 380
Group Policy Delay: “ B0

[ ok H Catcel ]

Select the check boxes for Doman Login and Validate Server Identity & choose
the Trusted Root Certification Authorities.
Provide user information for EAP-TTLS authentication.

Configure EAP-TTLS

Usze Machine Information for Domain Logon
Yalidate Server [dentity
Trusted Root Certification Authorities

| A-Tust-nlual-03 v

When connecting, use:

(%) Uzer Mame and Password

Uzer Information for EAP-TTLS &uthentication

zer Mame: |siddarth.gopa| |

Password: |ooo..o.ooo. |

Canfirm Pazzword: |'"""“" |

[ Settings... ] [ Ok ] [ Cancel ]
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Click Settings.

Configure Advanced Settings

Server or Domain Mame: | IEMTwd |

Login Mame: |siddarth.gupal |

[ Ok l [ Cancel ]

c. WPA/WPA2 passphrase

If AP includes support for passphrase, the following settings need to be done.

In Security tab, select WPA/WPAZ2 passphrase. Click Configure.

Profile Management

General| Securty | Advanced

Set Security Optionz

O wPA WPA2 WRAAWPAZ EAP Type:
(%) WPAMWPAZ Pazsphrase
8021 802 1w EAR Type:

() Pre-Shared Key (Static WEP)
) None

Allow Azzociation to kized Cells

Limit Time for Finding Domain Controller To: l:l
Group Palicy Delay: sec

Configure. ..

oK ] ’ Cancel

You can find the dialog box requests a passphrase. Key in the correct value.
Click OK.
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Configure WPAMWPAZ Passphrase

Enter awWPASPAZ pazsphraze [3 to B3 ASCI ar B4 hexadecimal characters]

1324712 3mirkwood

[ Ok ][ Cancel ]

The active profile with the security settings is immediately applied.

d. Setting 802.1x

If AP you want to connect to has 802.1x based other type of authentication,

Select 802.1x. Choose the correct 802.1x EAP type.

Enable the following check boxes and set the correct value.

[#]:dllow Szzociation o Mized Cells

Limit Tirme for Finding Comain Contraller To: EEE

Profile Management

General | Security | Advanced

Set Security Optiots
O WRAMWPAZ
() WPAAWPAZ Passphiaze
(& 8021«
() Pre-Shared Fey [Static WEF]
() Mone

WwWRAAPAZ EAP Type:

80214 EAP Type: |LEAR

EAP-TLS
EAP-TTLS
PE&P [EAP-GTC)

FEAP (EAP-MSCHAP W2
Allovs Association ta Mixed Celgap FacT
Host Based EAP

Limit Time for Finding D omain Contraller To: FEC

Group Palicy Delay: “ IEC

[ ok

l [ Cancel

Click Configure to setup the values of user name and password
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Configure LEAP P

User Mame and Password Settings

(O Use Temporary User Name and Pagsword

(®) Use Saved User Mame and Password

User Mame: | siddarth.gopal
Pazsword: |eeesessssss

Confirm Password: |ssesssssss

Damain: | ICHTw

[ Mo Metwork Connection Unless User |s Logged In

Authentication Timeout Walue [in seconds) |30 :

[ QK. ] [ Cancel

Include the correct Authentication timeout value.

Enable No Network Connection Unless User Is Logged In checkbox if appropriate.

Else choose User Temproary User Name and password.

e. Pre-shared key — Static WEP

If Access Point you want to connect to has [WEP] authentication, click the Security

tab.
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Profile Management

General | Security | Advanced

Set Security Dptions
O wPAAWRAZ
O WPAMPAZ Passphrase
O am21x
(%) Pre-Shared Key [Static WEP]

WPAMPAZ EAP Type:

802 1% EAP Tupe:

) Nane
- [t Association o Mixed Cells
u] ] [ Cancel ]

Choose Pre-Shared Key.

Enable checkbox related to Association to Mixed Cells.

Click Configure. Choose the correct WEP Key Size. Choose the appropriate

Key entry. Key the values for WEP key.

Configure Pre-Shared Keys (Static WEP)

Fep Entry
() Hexadecimal (09, A-F)

Encryption Keys

Tranzmit Key

(T3 ASCI Test [all keybaard characters]

WEP Kep Size:

64

WEP Kep1: (5

WEP Kep 2:

WEP Keyp 3

WEP Key 4:

® ©® ©@ O

128 182
®

O O O O

@]
@]
@]

Ok, l [ Cancel ]

11 Managing Profiles

Click Profile Management tab. Two boxes list the existing profiles and details about

the particular profile.
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EnGenius Client Utility - Current Profile: ICN_11g
Action Qptions  Help

Drefault
e [CH_11g

D etailz
Metvork, Type:
Security Mode:
Metwark Mame 1 [SSID1):
Metwork, Mame 2 [S5I02]
Metvork Mame 3 [S5I03]

Current Statyz | Profile Management

Diagrostics

Infrastructure
Fre Shared Key
ICMEXS

< emphy:
<emphy:

[ Disable wLAM if LAM iz Connectad

HModify...
Remove

Activate

Imnpart...

Expaort...

Order Profiles...

[ip]
1o =
B 2

Choose a profile. There are several actions to be done on a profile.

You can remove it by clicking on remove button. Those profile settings are no longer

available again. That needs to recreate the profile if required.

You can apply the profile by clicking on Activate button.

You can modify a profile configuration by clicking on modify button.

Adding a new profile is quick by pressing new button & including the security details

discussed in the previous chapter. Each profile is associated with a SSID of an

Access Point therefore all details should be available to create a new profile.

Importing a profile from a previously saved configuration can be done as shown

below.
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Import Profile @
Lok jr: |E} EnGenius v| a2 &

G 1o_11g

Filename:  [ICN_11b | | open |
Files of type: | Config files [* prf) v| [ cancel |

Click on the profile you want to import and choose OPEN.

Exporting a profile is similar to importing as shown below. Give an appropriate

name and save the currently active configuration.

Export Profile

Savein | 29 EnlGenius

'ﬁklcm_1 1b
1o 11g

File name: II:ZT'-I 11q

T

Save as lype: | Canfig files [*.prf)

i | [ Cancel ]

Auto ordering Profiles

Several profiles can be arranged in a priority or preference based order by clicking

the Order Profiles tab.

Priority of preference can be changed by using Move up & Move Down buttons.
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Auto Profile Selection Management

Avwailable Profiles:

Add

Auto Selected Profiles:

ICN_11 [ Movew

Move down

[ Remove

1] ] [ Cancel l

Power saving by disabling WLAN when LAN is Active

Enable the checkbox for Disable WLAN if LAN is connected and the changes are

instantly applied based on whether a LAN connection is active or not.

EnGenius Client Utility - Current Profile: ICN_11g

Action  Options  Help

Current Status | Profile Management | Diagnostics

Drefault
T ICN_11g

Details
Metwark Tupe:
Security Mode:
Metwork Mame 1 [SSID1]):
Metwork Mame 2 [SSID2):
Metwork Mame 3 [SS1D3):

Lytn Select Profile
( Digable WLAM if LAM iz Connected ]

Hew...
Modify...
Remowve

Activate

Impart...
Export..

Scan...

Order Profiles. .

12 Diagnostics

A wide range of diagnostics is available in EnGenius Client Utility.
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Click Diagnostics tab to view the Transmit and Receive information in terms of

packet numbers sent /received.

EnGenius Client Utility - Current Profile: ICN_11g

Action  Options  Help

Tranzmit
tulticast Packets
Broadcast Packets:
Unicast Packets:

Total Bytes:

Receive
Multicast Packets:
Broadcast Packets:
Unicast Packets:

Taotal Bytes:

1 [ Adapter [nformation ]

5245 [ Advanced Statisics |
5415

433342

24
1533

8
263088

Click Adapter Information to get information about the H/W and driver information.

Adapter Information

Card Mamne:
MALC Address:
Driver:

Drivver Version:
Driver D ate:

Clignt Mame:

EnGeniuz PCl Wireless Metwork Adapter
00-02-6F-BE-F2-33

CAWINDOWS aystemdZN\DRVERSar521 1. ey
5.3.0.67

722007 1:19:22 P

Work Station-5

Click on Advanced Statistics to get information about very detailed TX/RX

information.
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Advanced Statistics

Trangmit

Frames Transmitted OF: 10816 RTS Frames: 48
Frames Retried: alal CT5 Frames: 33
Frames Dropped: i] Mo CTS Frames: 9
Mo ACK Frames: 1034 Retried RTS Frames: ]
ALK, Frames: 10816 Retried D ata Frames: RAE
Receive

Beacons Received: 46625 Authentication Time-0ut; 0
Frames Received OF: 2535 Authentication Fejects: i
Frames Received with Emors: 109833 Azsociation Time-Out: 0
CRC Emrors: 48623 Azgociation Bejects; i]
Encrpption Errors: i] Standard MIC Ok i]
Duplicate Frames: i] Standard MIC Errors; i]
AP Mizmatches: 0 CKIP MIC OK; 0
Data Rate Mismatches: 0 CKIF MIC Emors: 0

13 Menu

The main EnGenius Utility window has 3 menu options to choose from.

Action

Enable/Disable Radio. This is a toggle feature and appropriate response is
shown in dialog boxes below

EnGenius Client Utility

The RF signals for the Following network card(s) have been successfully disabled:
Enigenius PCT Wireless Metwaork Adapter
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EnGenius Client Utility

The RF signals for the Following netwark card(s) have been successfully enabled:
EnGenius PCI Wireless Metwork Adapter

Enable/Disable Tray icon
This option enables or disables system tray icon that represents signal strength and

provides other configuration options.

Options
Display Settings can be changed from % to db and refresh interval can be changed

Along with relative or cumulative change in data display.

Display Settings

Signal Strength Display Units: (i3 i de

Fefrezh Interval [zeconds): | 16

Data Display: (%) Relative () Cumulative

[ OF. l [ Cancel

Scan List Settings — the items shown during AP scan can be customized using the
following options

Configure Scan List Columns

Ayailable Columns: Selected Colurmns:
Signal Strength
Charmel
Wwireless Mode
Ld ¥
*| 1
)8 ] [ Cancel
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Select Client Software — choose the utility to control the EPI-3601S Wireless LAN
PCI adapter.

WZC and EnGenius and third-party tools are the options available.

%)

Select Client Software

Select the zoftware application to contral your wireless device
) windows
(%) EnGenius Client Ltility
) Third-Party Toal
0k l [ Cancel
Help
About
About El
EnGenius Client Utility

Canfiguration Utility: 520153

Application Interface: 5.2.0.159

Authentication Interface: 1.634.3.11
Authentication Protocal Driver: 1.0.0.68
WWireless Device Driver: 5.3.0.67

Copyright @ 20070-2008 EnGeniuz Technologies.

14 Uninstalling EnGenius Utility/Driver

Select Uninstall option from the start menu.

— . -
e -
FileZilla » B

—

EnGenius Client Lkility

Uninstall EnGenius Client

You can see the wizard preparing for uninstallation
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InstallShield Wizard

EnGenius’

The installation program has detected that a previous installation exists. ‘what da you want ta do?

& Update the previous installation

" Uninstall the previous installation

Select Uninstall the previous installation. Click Next.

Confirm Uninstall

Do vou want o completely remove the selected application and all of its Features?

I ok | [ Cancel

Select OK.

EnGenius Client Installation Program

\ ? p' The option vou have selected requires the system to be rebooted at the end of the operation. Do you wish to continue?

fes ] [ Mo J

Select OK. Rebooting ensures clean uninstall.
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EnGenius Client Installation Program

\:{) Do wou want bo delete all the EAP-FAST PAC data 7

[ Yes ] [ Mo ]

Click Yes. If you want to keep it so that you can use it later, select no.

EnGenius Client Installation Program

“?{) D vaou really wish ko remove the device driver? This removes your praofiles,

I es l [ Mo

Choose to keep or remove the device driver files.

EnGenius Client Installation Program

[} The Installation Program has successfully performed the selected operations, but the system needs to be rebooted before all of the changes will take effect, Click OK to
. reboot the syskem,

Choosing OK will reboot PC.
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Appendix A — Specifications

Data Rates

802.11g: 6, 9, 12, 18, 24, 36, 48, 54, 72 and
108Mbps

802.11b: 1, 2, 5.5, 11Mbps
Standards / Compliance
IEEE8B02.11, IEEE802.11g, IEEE802.11b
Regulation Certifications
FCC Part 15.247, ETSI 300/328/CE
Drivers
Windows 2000/XP/Vista
Current consumption
Tx Current = 685mA (Full transmit)
Rx Current = 515mA (Full transmit)
Range Coverage
Indoor: 600 meters (depends on environment)
Outdoor: 1500 meters (depends on environment)

RF Information
Frequency Band

2.412~2.472GHz

Media Access Protocol
Carrier Sense Multiple Access with Collision
Avoidance (CSMA/CA)

Modulation Technology

802.11g:

OFDM (64-QAM, 16-QAM, QPSK, BPSK)

802.11b:

DSSS (DBPSK, DQPSK, CCK)
Operating Channels

11 for North America, 13 for Europe

Roaming

Full mobility and seamless roaming from cell to
cell

Available transmit power
Receive Sensitivity (Typical)

802.11g:

-90 dBm @ 6Mbps,
-74 dBm @ 54Mbp

802.11b:

-95 dBm @ 1Mbps

-90 dBm @ 11Mbps

Available transmit power (Typical)
® 2.412~2.472 GHz (IEEE802.119)
26 @6~24Mbps

24 @ 36Mbps
23 @ 48Mbps
22 @ 54Mbps
®  2.412~2.462 GHz (IEEE802.11b)
27 dBm @1~11Mbps

Networking
Topology
Ad-Hoc, Infrastructure
Security
IEEE802.1x
64/128/152-bit WEP encryption
WPA-PSK/WPA2
TKIP/AES

Physical
Form Factor
32-bit PCI interface
Dimensions (LxWxH)
5.2 x 4.8 x 0.9in.(133 x 121 x 22mm)

Environmental
Temperature Range

Operating Temperature: 0°C~40C (32°F~104°F)
Storage Temperature: -40~70°C (-40°F~158°F)

Humidity (non-condensing)

Operating Humidity: 10%~90% non-condensing
Storage Humidity: 5%~95% non-condensing
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