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Product Overview

Introduction

The EnGenius EWS Series of Wireless Management Switches is an affordable centralized wired/wireless
management system developed specifically for entry-level small-to-medium businesses. This powerful
device can be easily deployed and operated by non-tech experts and installed effortless and quickly. Any
organization with limited IT engineer and budget can create a stable and secure wireless network in no
time. The system integrates seamlessly with existing routers, switches, firewalls, authentication servers and
other network devices, and can be placed within any network, configured to act as a both a Wireless
Controller as well as a Layer 2 PoE Gigabit switch, providing robust and centralized management of the
whole network through one powerful system. With no additional costs or license purchasing necessary,
network administrators can manage and monitor both wired and wireless nodes through a single web
interface.

The system can automatically discover any supported EnGenius EWS Series Access Points connected to
the network with a simple click of a mouse, self-configure and become instantly manageable. Simply log
into the device via any standard web browser and assign APs into cluster groups. Wireless radio, wireless
security and other wireless related configurations can all be easily applied to multiple APs simultaneously,
eliminating the time consuming process of configuring each and every Wireless Access Points individually.
The user friendly GUI provides instant access to a variety of client and network information including
Managed AP List, Auto Discovered AP List, Cluster Grouping List, and Client List with complete MAC/IP
Address, Incoming/Outgoing Traffic, Wireless Output Power and other relevant information. Statistics of AP
and client traffics are automatically generated into easy-to-understand graphs, providing a visual
representation of the network traffic. Not to forget the Topology View feature that allows administrators to
quickly see the whole wired/wireless network topology at real-time for easier planning, troubleshooting and
monitoring, as well as Floor Plan View and Map View which allows for quickly locating deployed APs, a
helpful feature for large scale AP deployment and multi-site management. There's also an Intelligent
Diagnostics feature for administrators to check the status of Wireless APs and provide easy troubleshooting
for offline units and even capable of rebooting APs remotely.

Maximum data rates are based on IEEE 802.3ab standards. Actual throughput and range may vary depending on distance between
devices or traffic and bandwidth load in the network. Features and specifications subject to change without notice. Trademarks and
registered trademarks are the property of their respective owners. For United States of America: Copyright ©2014 EnGenius
Technologies, Inc. All rights reserved. Compliant with FCC - This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference in which case the user will be required to correct the interference
at his/her own expense.



Package Contents

Your EnGenius EWS Switch package will contain the following items.*

For EWS5912FP / EWS7928P /| EWS7928FP / EWS7952FP:
A EnGenius Switch

A Power Cord

A RJ45 Console Cable

A Rack Mount Kit

A Quinstallation Guide

For EWS2910P

A EnGenius Switch

A Power Adapter

A Power Cord

A Wall Mount Kit

A Ground Screw Set

A Quick I nstallation Guide

*all items must be in package to issue a refund
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Technical Specifications

EWS2910P

General Features

9 Switching Capacity: 20Gbps

1 Forwarding Mode: Store and Forward
 SDRAM: 256MB

1 Flash Memory: 32MB

Port Functions
f 10 10/100/1000Mbps Ports
2 100/1000Mbps SFP Slots

PoE Capability

i PoE Standard: supports IEEE 802.3af

I PoE Capable Ports: Port 1~8 output up to 15W
9 Total PoE Power Budget: 61.6Watts

LED Indicators

| Device: Power LED, Fault LED, POE Max LED, LAN Mode LED, PoE Mode LED
9 Copper Ports: LAN/PoE Mode, Link/Act

1 SFP Ports: Speed, Link/Act

Physical
 Dimensions (W x D x H): 240 x 105 x 27 mm (9.45 x 4.13 x 1.06 inches)
Weight: 0.63kg (1.391bs)

Environmental

9 Operating Temperature: 0 ~ 40°C (32 ~ 104°F)
i Storage Temperature: -40 ~ 70°C (-40 ~ 158°F)
Humidity: 5 ~ 95% non-condensing

Physical Interface

1 LED Indicators
Mode Selector & Reset button

2.
3. PoERJ4S5 Ethernet Ports
4. Dual-Speed SFP Slots




EWS5912FP

General Features

9 Switching Capacity: 24Gbps

1 Forwarding Mode: Store and Forward
Y SDRAM: 256MB

1 Flash Memory: 32MB

Port Functions

f 10 10/100/1000Mbps Ports
2 100/1000Mbps SFP Slots
I 1 RJ45 Console Port

PoE Capability

1 PoE Standard: supports IEEE 802.3af/at

9 PoE Capable Ports: Port 1~8 output up to 30W
1 Total PoE Power Budget: 130Watts

LED Indicators

| Device: Power LED, Fault LED, POE Max LED, LAN Mode LED, PoE Mode LED
9 Copper Ports: LAN/PoE Mode, Link/Act

1 SFP Ports: Speed, Link/Act

Physical
 Dimensions (W x D x H): 330 x 230 x 44 mm (13 x 9 x 1.73 inches)
I  Weight: 1.996kg (4.41bs)

Environmental

9 Operating Temperature: 0 ~ 50°C (32 ~ 122°F)
i Storage Temperature: -40 ~ 70°C (-40 ~ 158°F)
Humidity: 5 ~ 95% non-condensing

Physical Interface

. RJ45 Console Port

. LED Indicators

. Mode Selector & Reset button
. PoE RJ45 Ethemet Ports

. RJ45 Ethernet Ports

[iny T I N S Y L

. Dual-Speed SFP Slots
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EWS7928P

General Features

I Switching Capacity: 56Gbps

1 Forwarding Mode: Store and Forward
Y SDRAM: 256MB

1 Flash Memory: 32MB

Port Functions

1 24 10/100/1000Mbps Ports
1 4 100/1000Mbps SFP Slots
I 1 RJ45 Console Port

PoE Capability

1 PoE Standard: supports IEEE 802.3af/at

9 PoE Capable Ports: Port 1~24 output up to 30W
I Total PoE Power Budget: 185Watts

LED Indicators

| Device: Power LED, Fault LED, POE Max LED, LAN Mode LED, PoE Mode LED
9 Copper Ports: LAN/PoE Mode, Link/Act

1 SFP Ports: Speed, Link/Act

Physical
 Dimensions (W x D x H): 440 x 260 x 44mm (17.3 x 10.2 x 1.7 inches)
I  Weight: 3.59kg (7.92Ibs)

Environmental

9 Operating Temperature: 0 ~ 50°C (32 ~ 122°F)
i Storage Temperature: -40 ~ 70°C (-40 ~ 158°F)
Humidity: 5 ~ 95% non-condensing

Physical Interface

1. RJ45 Console Port

2. LED Indicators

3. Mode Selector & Reset button

4. PoE RJ45 Ethernet Ports

5. Dual-Speed SFP Slots
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EWS7928FP

General Features

I Switching Capacity: 56Gbps

1 Forwarding Mode: Store and Forward
Y SDRAM: 256MB

1 Flash Memory: 32MB

Port Functions

1 24 10/100/1000Mbps Ports
1 4 100/1000Mbps SFP Slots
I 1 RJ45 Console Port

PoE Capability

1 PoE Standard: supports IEEE 802.3af/at

9 PoE Capable Ports: Port 1~24 output up to 30W
I Total PoE Power Budget: 370Watts

LED Indicators

I Device: Power LED, Fault LED, RPS LED, PoE Max LED, LAN Mode LED, PoE Mode LED
9 Copper Ports: LAN/PoE Mode, Link/Act

1 SFP Ports: Speed, Link/Act

Physical
I Dimensions (W x D x H): 440 x 310 x 44mm (17.3 x 12.2 x 1.7 inches)
I Weight: 4.74kg (10.461bs)

Environmental

9 Operating Temperature: 0 ~ 50°C (32 ~ 122°F)
i Storage Temperature: -40 ~ 70°C (-40 ~ 158°F)
Humidity: 5 ~ 95% non-condensing

Physical Interface

1. RJ45 Console Port

2. LED Indicators

3. Mode Selector & Reset button
4. PoE RJ45 Ethemnet Ports

. Dual-Speed SFP Slots

m——
o B
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EWS7952FP

General Features

9 Switching Capacity: 104Gbps

1 Forwarding Mode: Store and Forward
Y SDRAM: 256MB

1 Flash Memory: 32MB

Port Functions

1 48 10/100/1000Mbps Ports
1 4 100/1000Mbps SFP Slots
Y 1 RJ45 Console Port

PoE Capability

1 PoE Standard: supports IEEE 802.3af/at

9 PoE Capable Ports: Port 1~48 output up to 30W
I Total PoE Power Budget: 740Watts

LED Indicators

| Device: Power LED, Fault LED, POE Max LED, LAN Mode LED, PoE Mode LED
9 Copper Ports: LAN/PoE Mode, Link/Act

1 SFP Ports: Speed, Link/Act

Physical
I Dimensions (W x D x H): 440 x 410 x 44mm (17.3 x 16.1 x 1.7 inches)
T Weight: 6.15kg (13.55Ibs)

Environmental

9 Operating Temperature: 0 ~ 50°C (32 ~ 122°F)
i Storage Temperature: -40 ~ 70°C (-40 ~ 158°F)
Humidity: 5 ~ 95% non-condensing

Physical Interface
1. RJ45 Console Port
2. LED Indicators, Mode Selector/

Reset button

3. PoE RJ45 Ethernet Ports

4 Dual-Speed SFP Slots




Software Features

WLAN Management Features

Access Point Auto Discovery and Provisioning
Access Point Auto IP Assignment

Access Point Cluster Management

Visual Topology View

Floor Plan View

Map View

Access Point Status Monitoring

Wireless Client Monitoring

Wireless Traffic & Usage Statistics
Real-time Throughput Monitoring

Bulk Firmware Upgrade Capability

Remote Access Point Rebooting

Fast Roaming

Band Steering

Traffic Shaping

Intelligent Diagnostics

Access Point Device Name Editing

Access Point Radio Settings

RSSI Threshold

Access Point Client Limiting

Wireless Security (WEP, WPA/WPA2 Enterprise, WPA/WPA2 PSK)
VLANS for Access Point- Multiple SSIDs
Guest Network

Secure Control Messaging (SSL Certificate)
Local MAC Address Database

Remote MAC Address Database (RADIUS)
Unified Configuration Import / Export

A A8 _8_9_2_9_9_9_9_92_92_2_929_9_9_92_92_92_9_9_29_-°2_-°2_-A°°--2-

L2 Switch Features

VLAN Group

Voice VLAN

802.3ad Link Aggregation

802.1D Spanning Tree (STP)

802.1w Rapid Spanning Tree (RSTP)
802.1s Multiple Spanning Tree (MSTP)
Port Mirroring

Port Trunking

IGMP Snooping vi/v2/v3

IGMP Fast Leave

Power Class Configuration

MLD Snooping

Bandwidth Control

IEEE 802.1X Guest VLAN

CoS based on 802.1p Priority

CoS based on Physical Port

CoS based on TOS

CoS based on DSCP

802.1X Port-based Access Control

A A5 _9_9_9_9_92_9_9_29_292_°2_°2_-2._-2_-2-



A A8 _82_9_9_9_92_9_9_92_9_92_959_92_9_2_-°_-°2:-2A2

Port Security

Storm Control

Port Isolation

Access Control List (ACL)
SNMP v1/iv2civ3

Power Feeding with Priority
User Defined Power Limit
Telnet Server

IEEE802.3az (Energy Efficient Ethernet)
BootP/DHCP Client
Web-based Support

SNMP v1/v2/v3 Support
TFTP Client

TFTP Upgrade

Command Line Interface (CLI)
SNTP

SYSLOG

Cable Diagnostics

MIB Support (RFC1213, RFC1493, RFC1757, RFC2674)
RMON v1

SSH Server



Installing the EWS Switch

Basic installation instructions are included in the Quick Installation Guide that shipped with your EWS
Switch. The steps are summarized below:

1. Connect the switch to a PC using a RJ45 cable.

2. Point your web browser to the switch's IP address. The default IP Address is 192.168.0.239.

3. Login the user interface by entering the user name and password. The default user name is
admin and the default password is password.
4. Begin using your EWS Switch.

”~

WARNING!
f ! E This switch should be connected only to PoE networks without routing to the outside plant.



Management Interface

EWS Wireless Management Switches features an embedded Web interface for the monitoring and
management of your device.

Web Management Interface Default Values
IP Address: 192.168.0.239

Username: admin

Password: password

13 /67



Connecting the Switch to a Network

Discovery in a Network with a DHCP server

Use the procedure below to setup the Switch within a network that uses DHCP.

1.

10.

11.

12.

Connect the supplied Power Cord to the Switch and plug the other end into an electrical outlet. Verify
the power LED indicator is lit on the Switch.

Wait for the Switch to complete booting up. It might take a minute for the Switch to completely boot up.
Connect one end of a Category 5/6 Ethernet cable into the Gigabit (10/100/1000Mpbs) Ethernet port on
the Switch front panel and the other end to the Ethernet port on the computer. Verify that the LED on
the Ethernet ports of the Switch are Green.

Once your computer is on, ensure that your TCP/IP is set to On or Enabled. Open Network
Connections and then click Local Area Connection. Select Internet Protocol Version 4 (TCP/IPv4).
If your computer is already on a network, ensure that you have set it to a Static IP Address on the
Interface (Example: 192.168.0.10 and the Subnet mask address as 255.255.255.0).

Open a web browser on your computer. In the address bar of the web browser, enter 192.168.0.239
and press Enter.

A login screen will appear. By default, the username is admin and the password is password. Enter
the current password of the Switch and then click Login. To make access to the web-based
management interface more secure, it's highly recommended that you change the password to
something more unique.

Once logged in, click the Switch tab on the upper left corner of the browser window.

Click IP Settings under the System tab and select IPv4 or IPv6.

Click DHCP under Auto-Configuration.

Click Apply to save the settings.

Connect the Switch to your network (DHCP enabled).

On the DHCP server, find and write down the IP address allocated to the device. Use this IP address to
access the management interface.



Discovery in a Network without a DHCP server

This section describes how to set up the Switch in a network without a DHCP server. If your network has no
DHCP service, you must assign a static IP address to your Switch in order to log in to the web-based
management interface.

1.

Connect the supplied Power Cord to the Switch and plug the other end into an electrical outlet. Verify
the Power LED indicator is lit on the Switch.

Wait for the Switch to complete booting up. It might take a minute or so for the Switch to completely
boot up.

Connect one end of a Category 5/6 Ethernet cable into the Gigabit (10/100/1000Mbps) Ethernet port on
the Switch front panel and the other end to Ethernet port on the computer. Verify that the LED on
Ethernet ports of the Switch are Green.

Once your computer is on, ensure that your TCP/IP is set to On or Enabled. Open Network
Connections and then click Local Area Connection. Select Internet Protocol Version 4 (TCP/IPv4).

If your computer is already on a network, ensure that you have set it to a Static IP Address on the
Interface (Example: 192.168.0.239 and the Subnet mask address as 255.255.255.0).

Open a web browser on your computer. In the address bar of the web browser, enter 192.168.0.239
and press Enter.

A login screen will appear. By default, the username is admin and the password is password. Enter
the current password of the Switch and then click Login. To make access to the web-based
management interface more secure, it's highly recommended that you change the password to
something more unique.

Once logged in, click the Switch tab on the upper left corner of the browser window.

Click IP Settings under the System menu and select Static IP to configure the IP settings of the
management interface.

10. Enter the IP address, Subnet mask, and Gateway.

11. Click Apply to update the system.



Using the EWS Switch

Besides the functions of a Wireless Controller, the EWS Wireless Management Switch also possesses
functions of a full-featured Layer 2 PoE switch. Use the Controller / Switch tab on the upper left corner of
the user interface to toggle between the Wireless Controller or Layer 2 Switch functions.

Controller | Switch

—

Controller | Switch

16 /67



WLAN Controller Features

Managing EWS Access Points

1. Access Points in the network will be automatically discovered by the EWS and will be listed under the
AP(s) Detected list in the Access Point menu.

gy |
Swich Managed AP(s) 3 : 5 : ;
Alist of devices that have been added to the network. This sortable list consists of a fitering function where users can 2
& Device Management choose to showihide columns that they wish to check. By selecting the device name, users will be redirected o the A N AP(s) Detected I}
device information page
Summary .
(] 7]
Access Points o Q
[ EWS3104P
AR-Groves 0 Status Model Name MAC Address Device Name IP Address LI SADCIRICIN 04
Accees Control ) © Oniine EWS360AP 88.0C:96:2337.7F EWS360AP 100.8569
Wireless Services

10¥] 110 10f 1AP(s)
2. Select the Access Point(s) you wish to manage and click Add.

[v| EWS310AP
88:DC:96:0C:95:84

3. You will be prompted to assign the IP Address under the IP Assignment screen.

IP Assignment

Aufio Conligepion & DHCP Stafic Kaep AFw iasegy
TP At i

Sutwral! bk

Dol Goiebireriry

Frimuary DS Saiver

Swprosadary DHS Sarver

m e

Auto-Configuration DHCP: You can choose to auto assign IP address if there is a
DHCP server in the network.

Static: If you wish to manually assign the IP address, choose
Static. Enter the IP address you wish to assign to the AP and fill
in the subnet mask, default gateway and DNS server address.
Keep APOs Sekdtthis aptips for the AP to use its
current network settings.

Enter the IP address for the Access Point.

IP Address

Subnet Mask

Enter the subnet mask for the Access Point.

Default Gateway

Enter the default gateway for the Access Point.

Primary DNS Server

Enter the primary DNS server name.

Secondary DNS Server

Enter the secondary DNS server name (if necessary).

4. Cl i ck

Apply

and the Access Point(s) youbve

status of the AP will change from Connecting to Provisioning to Online. Once the status turns
Online, your Access Point(s) have been successfully added to the Managed list.

conf i



IP Address Group
10.0.85.69

Device Name
EWS310AP

(] Status Model Name MAC Address
[Z] © Online EWS310AP 88:DC:96:0C:95:84

Note: If the status shows Incompatible Version, please check and make sure that the firmware of the

Access Point and Switch are compatible.
Model Name MAC Address
EWS310AP 88:DC:96:0C:95:84

Device Name IP Address Group =

EWS310AP 10.0.85.162

[} Status
) A& Incompatible Version

18 /67



Device Management
Summary

The Summary page shows general system information for the EWS Switch including the Controller Status,
the software version, the maximum number of APs the system can manage, MAC Address, IP Address,
serial number, and system uptime for the system.

= @ L o0 o B
EnGenlUS® Backup Upgrade Reset Reboot Logout

EWS5912FP 8-Port Gigabit PoE+ L2 Wireless Management Switch with 2 Gigabit Ports and 2 Dual-Speed SFP

/  Controller | Swil Summary
Controller | Switch i . : 50

5 Device Management Controller State

Summary
. Status. (® Enabled () Disabled
Access Points Z =

AP Groups ezMaster Address

Access Control -
Apply
Wireless Services

¥ Monitor System Information

«§ Visualization

| Statistics Controller Version 1624

) Hotspot Service Max. Managed APs 50

4. Maintenance IP Address: 10.0.85.245
Base MAC Address 00:13:64:00:15:00
Serial Number. 14C221088
System Uptime 6 days, 4 hours, 10 mins

Dashboard
The Dashboard on the upper right corner of the GUI shows the current status of EWS APs that has been
managed by the EWS Switch.

6 6 0 13

CLIENTS

Managed | This shows the number of APs currently managed by the EWS Switch.

Active This shows the number of managed APs that currently have an active connection with the
EWS Switch.
Offline This shows the number of managed APs that currently do not have an active connection with

the EWS Switch.

Clients This shows the total number of wireless clients currently connected to all the managed APs.

Controller State

Status: Select whether to Enable or Disable the Controller feature on the Switch.

ezMaster Address: If you have an ezMaster server running and wants to have ezMaster manage this
EWS Switch directly, enter the IP Address/domain name of the ezMaster server.

Click Apply to save the changes to the system.

System Information

Controller Version: This is the software version of the device.

Max. Managed APs: The maximum number of APs the device is able to manage.

IP Address: Displays the IP address of the device.

Base MAC Address: Universally assigned network address.

Serial Number: Displays the serial number of the device.

System Uptime: Displays the number of days, hours, and minutes since the last system restart.

E I E R EE)

19/ 67




Access Points

This page displays the status of all EWS Access Points that your Controller is currently managing as well
as all the EWS Access Points in the network that the Controller has discovered. Use this page to add EWS
Access Points to your EWS Controller Access Point list.

The EWS Switch is able to manage supported EWS Series Access Points. For the discovery procedure to
succeed, the EWS Switch and the EWS Access Point must be connected in the same network. The EWS
Switch can discover supported EWS Access Points with any IP address and Subnet settings.

=D o S & 2} (U] B
EnGenius Sidkic; Ubprada asst! Rabioel. Uogord
EWS5912FP 8-Port Gigabit PoE+ L2 Wireless Management Switch with 2 Gigabit Ports and 2 Dual-Speed SFP
troller | Swich Managed AP(s) . : - ,
A list of devices that have been added to the network. This sortable list consists of a filtering S ¥
& Device Management function where users can choose to show/hide columns that they wish to check. By selecting MAN B N AP(s) Detected
the device name, users will be redirected to the device information page
Summary
Access Points 8 0Q
AP Groups — x A =
[} Status Model Name MAC Address Device Name IP Address Group
Access Control 1 © Online EWS310AP 88:0C.96:0C.95:84 EWS310AP 10.0.85.69
Wesiess Sarvices ) © Online EWS360AP 88.0C:96:2337:7F EWS3604P 10.0.85.144
& Monitor = = >
(] Online EWS310AP 00:13:51:00:06:00 Neihu_7F_Meeting_Room_D 10.0.85.236
«§ Visualization -
J© Online EWS310AP 00:13.51:00.09.00 Neihu_7F_Meeting_Room_E 10.0.85.241
| Statistics —
] © Online EWS310AP 00:13:51:00:08:00 Neihu_7F_Meeting_Room_A 10.0.85.239
1) Hotspot Service
(] Online EWS310AP 88:0C:96:22.02:27 Neihu_7F_Allan 10.0.85.240
*\ Maintenance
10[¥] 1106 of 6 AP(s) @ Previous Next p

Managing Access Points
EWS Access Points can either be configured individually or configured as a group.

To manage an Access Point individually, click on the Device Name field of the Access Point you wish to
configure and you will be directed to a screen where you can configure settings for the Access Point.

To manage Access Points as a group, go to Device Management > AP Clusters to create an AP group
and add members into the group. Click on the Group field of the AP you wish to configure and you will be
directed to a screen where you can configure settings for the AP Group.

Group settings can be overridden by individual AP settings. For example, if you want to set the transmit
power to a lower setting for only a few specific APs, leave the Transmit Power at Auto in the Wireless
Radio Settings of the AP Group, then click on the Device Name field of the Access Point (which is already
in a group) you wish to configure and you will be directed to a screen where you can configure override
settings for the selected Access Point.

Refresh Countdown Timer
This is the time left before the page auto-refreshes. The countdown is from 15 seconds.

Dashboard
The Dashboard shows the current status of all the EWS APs that has been managed by the EWS Switch.

6 6 0

MANAGED ACTIVE DEEl INE
MANAGEL AL ITIVE O LIN

Managed This shows the number of APs in the managed AP database that are configured
with the EWS Switch.

Active This shows the number of managed APs that currently have an active connection
with the EWS Switch.

Offline This shows the number of managed APs that currently do not have an active
connection with the EWS Switch.
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AP(s) Detected List

Reveals a list of all APs in the network that the EWS Switch automatically discovers. Mouse over the
discovered Access Point to show general information such as the MAC address, IP address, model name
and firmware version.

4 -

AP(s) Detected

Remove AP

The Remove button removes selected Access Point(s) from list. Access Points removed will be
automatically set to standalone mode with all settings restored to their factory default settings.

Reboot AP

The Reboot button will reboot the selected Access Point(s).

U

Search Bar

Use the Search Bar to search for Access Points managed by the EWS Switch using the following criteria:

Status, model name, MAC Address, Device name, IP address, Firmware Version, Cluster.

Q

Status

This indicates the current status of the managed Access Point.

Status Explanation

Online AP is connected and managed by EWS Switch.

Provisioning AP is currently in the process of connecting to the EWS Switch.

Applying Change AP is currently applying system changes.

Connecting AP is currently connecting to EWS Switch.

Offline AP is currently offline.

Resetting AP is resetting.

Firmware AP is currently undergoing firmware upgrade process.

Upgrading

Invalid IP The subnet of managed AP6s | P address
Please remove AP and reconfigure AP to the correct setting.

Incompatible AP firmware is not compatible with EWS Switch.

Version

Checking EWS Switch is checking the SSL Certificate of AP.

Certificate

Model Name

Shows the model nhame of the managed Access Point.

MAC Address

Shows the MAC address of the managed Access Paint.

Device Name

Displays the device name of the managed Access Point.

f When

t he

AP is not a cluster member , c |

page where you can edit settings such as device name, IP Address, Wireless Radio settings.

When the AP is a cluster member, click on this field to configure settings for individual Access Points
by overriding the cluster settings.

i ck on

t his

f



IP Address
Shows the IP address of the managed Access Point.

Firmware Version
Shows the firmware version of the managed Access Point.

Last Update
Display the time the Access Point was last detected and the information was last updated.

Group
Displays the AP Group the Access Point is currently assigned to. Click on this field and you'll be redirected
to the group configuration page.

Column Filter
Shows or hides fields in the Access Point list.
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Access Point Settings

On this page, you can edit the AP's name and password, manually assign an IP address, or change the
channel selection, transmit power and other wireless settings of a managed Access Point.

General Settings

4 General Settings

Device Name:  Neihu_7F_Meeting_Roor  (1~32 characters)

Administrator Username:  admin (1~12 characters)

New Password:  Leave blank if unchanget  (1~12 characters)

Verify Password: | Leave blank if unchanget

Auto Configuration (O DHCP (@ Static

IP Address: | 10.0.85.236

Subnet Mask: = 255.255.255.0
Default Gateway:  10.0.85.254
Primary DNS Server: | 10.0.91.240

Secondary DNS Server:  10.0.91.241

Device Name: The device name of the Access Point. Users can enter a custom name for the Access Point
if they wish.

Administrator Username: Displays the current administrator login username for the Access Point. Enter a
new Administrator username for the Access Point if you wish to change the username. The default
username is: admin.

New Password: Enter a new password of between 1~12 alphanumeric characters.

Verify Password: Enter the password again for confirmation.

Auto Configuration: Select whether the device IP address will use the static IP address specified in the IP
Address field or be obtained automatically when the device connects to a DHCP server.

IP Address: Enter the IP address for the Access Point.

Subnet Mask: Enter the Subnet Mask for the Access Point.

Default Gateway: Enter the default Gateway for the Access Point.

Primary/Secondary DNS Server: Enter the Primary/Secondary DNS server name.

Wireless Radio Settings

4 Wireless Radio Settings

Country: | USA M
2.4GHz 5GHz
Wireless Mode: | 802.11 big/n Mixed[V/] 802.11 a/n Mixed[™]
Channel HT Mode: | 20MHz 40MHz[¥]

Extension Channel:

Auto (EI Auto

Channel

Transmit Power:

19dBm|3]

WSdBmEI

Client Limits: 126 (1~127, 0 means no limit) 126 (1~127, 0 means no limit)
Data Rate: = Auto Auto  [¥]
RTS/CTS Threshold: | 2346 = (1~2346) 2346 | (1~2346)
Aggregation: (@ Enable () Disable @® Enable O Disable

32  Frames (1~32)

50000 @ Bytes(Max) (2304~65535)

32 Frames (1~32)

50000  Bytes(Max) (2304~65535)



Country: Select a Country/Region to conform to local regulations. Different regions have different rules that
govern which channels can be used for wireless communications.

Wireless Mode: Select from the drop-down menu to set the wireless mode for the Access Point. For
2.4GHz, the available options are 802.11b/g/n mixed, 802.11b, 802.11b/g mixed, 802.11g, and 802.11n.
For 5GHz, the available options are 802.11a/n mixed, 802.11a, and 802.11n.

Channel HT Mode: Use the drop-down menu to select the Channel HT as 20MHz, 20/40MHz or 40MHz. A
wider channel improves the performance, but some legacy devices operate only on either 20MHz or 40
MHz. This option is only available for 802.11n modes.

Extension Channel: Use the drop-down menu to set the Extension Channel as Upper or Lower channel.
An extension channel is a secondary channel used to bond with the primary channel to increase this range
to 40MHz allowing for greater bandwidth. This option is only available when Wireless Mode is 802.11n and
Channel HT Mode is 20/40MHz or 40MHz.

Channel: Use the drop-down menu to select the wireless channel the radio will operate on. Optimizing
channel assignments reduces channel interference and channel utilization for the network, thereby
improving overall network performance and increasing the network's client capacity. The list of available
channels that can be assigned to radios is determined based on which country the Access Points are
deployed in.

Transmit Power: Allows you to manually set the transmit power on 2.4GHz or 5GHz radios. Increasing the
power improves performance, but if two or more Access Points are operating in the same area on the same
channel, it may cause interference.

Client Limits: Specify the maximum number of wireless clients that can associate with the radio. Enter a
range from 1 to 127, or fill in O for an unlimited client limit.

Data Rate: Use the drop-down list to set the available transmit data rates permitted for wireless clients. The
data rate affects the throughput of the access point. The lower the data rate, the lower the throughput, but
the longer transmission distance.

RTS/CTS Threshold: Enter a Request to Send (RTS) Threshold value between 1~2346. Use RTS/CTS to
reduce data collisions on the wireless network if you have wireless clients that are associated with the
same Access Point. Changing the RTS threshold can help control traffic flow through the Access Point. If
you specify a lower threshold value, RTS packets will be sent more frequently. This will consume more
bandwidth and reduce the throughput of the Access Point. Sending out more RTS packets can help the
network recover from interference or collisions which might occur on a busy network or on a network
experiencing electromagnetic interference.

Aggregation: Select whether to enable or disable Aggregation for the Access Point. This function merges
data packets into one packet, reducing the number of packets. This also increases the packet sizes, so
please keep this in mind. Aggregation is useful for increasing bandwidth throughput in environments that
are prone to high error rates. This mode is only available for 802.11n modes. Fill in the frame rate limit you
wish to use. The range is from 1~32. Next, fill in the max byte limit. The range is from 2304~65535.

WLAN Settings - 2.4GHz/5GHz

Under the WLAN Settings, you can create and manage SSID configurations and profiles for the Access
Points to fit your needs. An SSID is basically the name of the wireless network to which a wireless client
can connect to. Multiple SSIDs allow administrators to use a single physical network to support multiple
applications with different configuration requirements. Up to 8 SSIDs are available per radio. Click on the
SSID you wish to make changes to and you'll be directed to the SSID Configuration page.



4 WLAN Settings - 2.4GHz

Hidden Client L2 VLAN VLAN
ID Status SSID Security  Encryption SSID Isolation Isolation Isolation D
1 Enabled  SNWL e AES No No No No
2 Disabled 2102246Hz VA2 AES No No No No
3 Disabled SSID_3-2.4GHz None None No No No No
4 Disabled SSID_4-2.4GHz None None No No No No
5 Disabled SSID_5-2.4GHz None None No No No No
6 Disabled SSID_6-2.4GHz None None No No No No
7 Disabled SSID_7-2.4GHz None None No No No No
8 Disabled SSID_8-2.4GHz None None No No No No
ID The ID displays the SSID profile identifier.
Status This displays whether the current SSID profile is enabled or disabled.
SSID Displays the SSID name as it appears to the wireless clients in the
network.
Security Displays the security mode the SSID uses.
Encryption Displays the data encryption type the SSID uses.
Hidden SSID Displays whether the hidden SSID is enabled or disabled.
Client Isolation Displays whether Client Isolation feature is enabled or disabled.
L2 Isolation Displays whether L2 Isolation feature is enabled or disabled.
VLAN Isolation Displays whether VLAN Isolation feature is enabled or disabled.
VLAN ID Displays the VLAN ID associated with the SSID.
Note: For the Controller to function properly, make sure that all ports (on
all cascading switches as well) connected to EWS APs on the switch
are configured as the same VLAN |
VLAN ID.
SSID Config
SSID Config
Basic Setting Enable SSID: (@ Enable () Disable o
SSID: SNWL (1~32 characters)
Hidden SSID: (O Enable (@) Disable
Client Isolation: () Enable (@) Disable
L2 Isolation: (O Enable (@) Disable
VLAN lsolation: (O Enable (@ Disable
VLAN ID: (1~4094)
Traffic Shaping Enable Traffic Shaping: () Enable (@) Disable v
Cancel

Enable SSID: Select to enable or disable the SSID broadcasting.

SSID: Enter the SSID for the current profile. This is the name that is visible to wireless clients on the
network.

Hidden SSID: Enable this option if you do not want to broadcast this SSID. This can help to discourage
wireless users from connecting to a particular SSID.

Client Isolation: When enabled, all communication between wireless clients connected to the same AP will
be blocked.



L2 Isolation: When enabled, wireless client traffic from all hosts and clients on the same subnet will be
blocked.

VLAN Isolation: When enabled, all communications between wireless clients and any other devices on
different VLANs will be blocked. All frames from wireless clients connected to this SSID will be tagged a
corresponded 802.1Q VLAN tag when going out from Ethernet port.

VLAN ID: Enter the VLAN ID for the SSID profile. The range is from 1~4094. When VLAN tagging is
configured per SSID, all data traffic from wireless users associated to that SSID is tagged with the
configured VLAN ID. Multiple SSIDs also can be configured to use the same VLAN tag. For instance, a
single VLAN ID could be used to identify all wireless traffic traversing the network, regardless of the SSID.
When the AP receives VLAN-tagged traffic from the upstream switch or router, it forwards that traffic to the
correct SSID. The AP drops all packets with VLAN IDs that are not associated to the SSID.

Traffic Shaping: Traffic Shaping regulates the allowed maximum downloading/uploading throughput per
SSID. Select to enable or disable Wireless Traffic Shaping for the SSID.

9 Download Limit: Specifies the allowed maximum throughput for downloading.
9 Upload Limit: Specifies the allowed maximum throughput for uploading.

Fast Roaming: This feature uses protocols defined in 802.11r to allow continuous connectivity for wireless
devices in motion, with fast and secure roaming from one AP to another. Coupled with 802.11k, wireless
devices are able to quickly identify nearby APs that are available for roaming and once the signal strength
of the current AP weakens and your device needs to roam to a new AP, it will already know which AP is the
best to connect with. Note that not every wireless client supports 802.11k and 802.11r. Both the SSID and
security options must be the same for this fast roaming to work. Fast Roaming is available when the
following security methods are well configured:

WPA2-Enterprise

WPA-Mixed Enterprise RADIUS server required

WPA2-PSK

No RADIUS server required

WPA-Mixed

Security: Select encryption method (WEP, WEP / WPA2 Enterprise, WPA-PSK / WPA2-PSK, or none) and
encryption algorithm (AES or TKIP).
WEP: Wired Equivalent Privacy (WEP) is a data encryption protocol for 802.11 wireless networks
which scrambles all data packets transmitted between the Access Point and
the wireless clients associated with it. Both the Access Point and the wireless client must use the same
WEP key for data encryption and decryption.
O Mode: Select Open System or Shared Key.
0 WEP Key: Select the WEP Key you wish to use.
O Input Type: ASCII: Regular Text or HEX. Select the key type. Your available options are ASCII
and HEX.
A ASCII Key: You can choose upper and lower case alphanumeric characters and
_ special symbols such as @ and #.

A HEX Key: You can choose to use digits from 0~9 and letters from A~F. Select the bit-
length of the encryption key to be used in the WEP connection. Your available options
are: 64, 128, and 152-bit password lengths.

0 Key Length: Select the desired option and ensure the wireless clients use the same setting.
Your choices are: 64, 128, and 152-bit password lengths.
0 Keyl/2/3/4: Enter the Key value or values you wish to use.

WPA / WPA2 Enterprise: WPA and WPA2 are Wi-Fi Alliance IEEE 802.11i standards, which include
AES and TKIP mechanisms.

0 Type: Select the WPA type to use. Available options are Mixed, WPA and WPA2. Choose
Mixed if your network has a mixture of older clients that only support WPA and TKIP, and
newer client devices that support WPA2 and AES.

O Encryption: Select the WPA encryption type you would like. Your available options are: Both,
TKIP(Temporal Key Integrity Protocol) and AES(Advanced Encryption Standard).

Note: Since TKIP is not permitted for 802.11n-based transmissions, setting the encryption
algorithm to TKIP when you are using an 802.11n or 802.11ac AP will cause the network to
operate in 802.11g mode.



RADIUS Server: Enter the IP address of the RADIUS server.

RADIUS Port: Enter the port number used for connections to the RADIUS server.

RADIUS Secret: Enter the secret required to connect to the Radius server.

Update Interval: Specify how often, in seconds, the group key changes. Select 0 to disable.

RADIUS Accounting: Enables or disables the accounting feature.

RADIUS Accounting Server: Enter the IP address of the RADIUS accounting server.

RADIUS Accounting Port: Enter the port number used for connections to the RADIUS

accounting server.

0 RADIUS Accounting Secret: Enter the secret required to connect to the RADIUS accounting
server.

0 Accounting Group Key Update Interval: Specify how often, in seconds, the accounting data

sends. The range is from 60~600 seconds.

OCOO0OO0OO0O00O0

WPA-PSK / WPA2-PSK: WPA with PSK (Pre-shared key / Personal mode), designed for home and
small office networks that don't require the complexity of an 802.1X authentication server.
0 Type: Select the WPA-PSK type to use. Available options are Mixed, WPA-PSK and WPA2-
PSK. Choose Mixed if your network has a mixture of older clients that only support WPA and
TKIP, and newer client devices that support WPA2 and AES.
0 Encryption: Select the WPA encryption type you would like. Your available options are: Both,
TKIP(Temporal Key Integrity Protocol) and AES(Advanced Encryption Standard).
Note: Since TKIP is not permitted for 802.11n-based transmissions, setting the encryption
algorithm to TKIP when you are using an 802.11n or 802.11ac AP will cause the network to
operate in 802.11g mode.
0 WPA Passphrase: Enter the Passphrase you wish to use. If you are using the ASCII format,
the Key must be between 8~64 characters in length.
0 Group Key Update Interval: Specify how often, in seconds, the Group Key changes.

Advanced Settings

LED Control

Power. (® Enable () Disable
LAN: @ Enable () Disable
WLAN - 24GHz. (® Enable () Disable

WLAN - 5GHz: (® Enable () Disable

LED Control: In some environments, the blinking LEDs on APs are not welcomed. This option allows you
to enable or disable the devices LED indicators. Note that only indoor models support this feature.

Band Steering

Band Steering: = Force 5GHz ™

Information: When band steering is configured to Force 5GHz mode, the AP will not allow a dual band client to
connect to the 2.4GHz band only if the client is not currently associated on the 2.4Ghz radio of this AP.

(NOTE: In order for Band Steering function to work properly, both 2.4GHz and 5GHz SSID and Security
Settings must be the same.)

Band Steering: When enabled, when the wireless client first associates with the AP, the AP will detects
whether or not the wireless client is dual-band capable, and if it is, it will force the client to connect to the
less congested 5GHz network to relieve congestion and overcrowding on the mainstream 2.4GHz
frequency. It does this by actively blocking the client's attempts to associate with the 2.4GHz network.
Note: For Band Steering to take effect, both 2.4GHz and 5GHz SSIDs must have the same SSID and
security settings. Wireless clients must be in both 2.4GHz and 5GHz wireless coverage zone when
authenticating with the AP for the Band Steering algorithm to take effect.

9 Prefer 5GHz: All dual-band clients with 5GHz RSSI above the threshold will be connected to the 5GHz
band.

I Force 5GHz: All dual-band clients will connect to the 5GHz.

 Band Balance: Automatically balances the number of newly connected clients across both 2.4GHz
and 5GHz bands.



IMPORTANT INFORMATION: Band Steering only defines the action when a wireless client
associates with an AP for the first time, and the wireless client must be in both 2.4GHz and 5GHz
wireless coverage zone when authenticating with the AP for the Band Steering algorithm to take
effect.

RSSI Threshold

Status: (O Enable (@) Disable

RSSI dBm (Range: -90dBm ~ -60dBm)

(NOTE: Enabling RSSI Threshold disassociates wireless clients that fall below the configured RSSI threshold
and may cause wireless clients to reconnect frequently. It is recommended to disable this feature unless you
deem it absolutely necessary.)

RSSI Threshold: With this feature enabled, in order to minimize the time the wireless client spends to
passively scanning for a new AP to connect to, the AP will send a disassociation request to the wireless
client upon detecting the wireless client's RSSI value lower than specified. The RSSI value can be adjusted
to allow for more clients to stay associated to this Access Point. Note that setting the RSSI value too low
may cause wireless clients to reconnect frequently. It is recommended to disable this feature unless you
deem it absolutely necessary.

Management VLAN

Status: (O Enable (@ Disable

VLAN ID: (Range: 1~ 4094)

(WARNING: Enabling the management VLAN can cause the AP to lose connectivity with the controller.
If you are utilizing the management VLAN, make sure that the controller and the AP are set to the same
management VLAN to ensure proper connectivity.)

Management VLAN: Management VLAN can be used to separate management traffic from regular
network traffic.

IMPORTANT INFORMATION: When configuring or updating AP's Management VLAN settings, make
sure that the same Management VLAN settings are applied to the EWS Switch as well.

Guest Network
Band  Status SSID Security Encryption Hidden $SID
2.4GHz Enabled SNWL-Guest None None No
5GHz Enabled SMNWL-Guest  None None No

Captive Portal Settings

Captive Portal () Enable (@) Disable
Manual IP Settings

IP Address: 192.168.100.1
Subnet Mask 255.255.255.0
Automatic DHCP Server Settings

Starting IP Address: 192.168.100.100
Ending IP Address: 192.168.100.200

WINS Server IP: 10.0.91.240

Guest Network: The Guest Network feature allows administrators to grant Internet connectivity to visitors
or guests while keeping other networking devices and sensitive personal or company information private
and secure.



SSID Config

Basic Setting Enable SSID: @ Enable () Disable
SSID: 2.4GHz_GuestNetwork (1~32 characters)
Hidden SSID: (O Enable (@ Disable
Client Isolation (O Enable (@ Disable
Security @® None
No Authentication.
O WPA-PSK/WPA2-PSK
WPA with PSK(Pre-shared key/ Personal mode) is designed for home and small office networks. v

Save Cancel

Enable SSID: Select to enable or disable the SSID broadcasting.

SSID: Enter the SSID for the current profile. This is the name that is visible to wireless clients on the
network.

Hidden SSID: Enable this option if you do not want to broadcast this SSID. This can help to discourage
wireless users from connecting to a particular SSID.

Client Isolation: When enabled, all communication between wireless clients connected to the same AP will
be blocked.

Security: Select encryption method (WPA-PSK / WPA2-PSK, or none) and encryption algorithm (AES or
TKIP).
WPA-PSK / WPA2-PSK: WPA with PSK (Pre-shared key / Personal mode), designed for home and
small office networks that don't require the complexity of an 802.1X authentication server.
0 Type: Select the WPA-PSK type to use. Available options are Mixed, WPA-PSK and WPA2-
PSK. Choose Mixed if your network has a mixture of older clients that only support WPA and
TKIP, and newer client devices that support WPA2 and AES.
0 Encryption: Select the WPA encryption type you would like. Your available options are: Both,
TKIP(Temporal Key Integrity Protocol) and AES(Advanced Encryption Standard).
Note: Since TKIP is not permitted for 802.11n-based transmissions, setting the encryption
algorithm to TKIP when you are using an 802.11n or 802.11ac AP will cause the network to
operate in 802.11g mode.
0 WPA Passphrase: Enter the Passphrase you wish to use. If you are using the ASCII format,
the Key must be between 8~64 characters in length.
0 Group Key Update Interval: Specify how often, in seconds, the Group Key changes.

Captive Portal Settings

Captive Portal: (O Enable (@) Disable

Captive Portal: Select whether to Enable or Disable Captive Portal for Guest Network.

Manual IP Settings
IP Address: 192.168.100.1
Subnet Mask: 255.255.255.0

Automatic DHCP Server Settings

Starting IP Address 192.168.100.100
Ending IP Address: 192.168.100.200
WINS Server IP 0.0.0.0

Manual IP Settings
9 IP Address: Enter the IP address for the default gateway of clients associated to the Guest Network.



Y Subnet Mask: Enter the Subnet mask for the Guest Network.

Automatic DHCP Server Settings

1 Starting IP Address/Ending IP Address: Enter the pool range of IP addresses available for
assignment.

WINS Server IP: Specify the Windows Internet Naming Service (WINS) server address for the wireless
network. WINS is a system that determines the IP address of a network computer with a dynamically
assigned IP address, if applicable.

After settings are changed, click Apply to save the changes to the system.



AP Groups

An AP Group can be used to define configuration options and apply them to a number of APs at once. If
your wireless network covers a large physical environment and you want to provide wireless services with
different settings and policies to different areas of your environment, you can use AP Groups to do this
instead of having to modify the settings of each AP individually. For example, if your wireless network
covers two floors and you need to provide wireless access to visitors on the 1st Floor, you can simply setup
two different AP Groups with different settings and policies to suit your application.
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Creating a New AP Group
Follow the steps below to create a new AP Group.
1. Click on Add button to create a new AP Group.

2. Enter the name and description of the new AP Group.

3. Inthe Member Setting section, all Access Points that are managed by the EWS Switch that are
not currently assigned to an AP Group will be listed on the left. Select the Access Points you
wish to assign to this group and press Add. The Access Points will be moved to the right
column.

4. Configure Radio, WLAN, and Advanced settings then click on Apply for settings to take effect.

Search Bar

Use the Search Bar to search for keywords in the list using the following criteria: AP Group Name, AP MAC,
AP Name, Description.

Add Button
Use the Add Button to create a new AP Group.
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