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IMPORTANT

To install this Access Point please refer to the
Quick Installation Guide included in the product packaging.
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Introduction
Key Features - ENS620€EXT

e Up to 26 dBm transmit power enabling long range connectivity

e Supports IEEEBO2.11ac wave2/ac/a/b/g/n wireless standards
with up to 400 Mbps data rate on 2.4GHz band and 867Mbps on
5GHz band

e Support Wave 2 MU-MIMO function on 5GHz radio.
e Support Tx Beamforming to enlarge the transmitting distance.

e Perform 256-QAM to enhance air performance up to 400Mbps
under the 2.4GHz radio

* Two detachable 5 dBi 2.4 GHz Omni-directional antennas
* Two detachable 5 dBi 5 GHz Omni-directional antennas

e Proprietary 24V Input design with Gigabits port supports.
e Flexible application by the built-in 2nd LAN port.

¢ More customized items on Band Steering for intellgent Manage-
ment.

e Traffic Shaping to control bandwidth per SSID/user

e Secured Guest Network option available

The AP is 802.11 ac waveZ2/a/b/g/n Outdoor Access Point
with speeds up to 400 Mbps on 2.4GHz and 867Mbps
on 5GHz band. It can be configured as an Access Point,
Client Bridge, or WDS (AP, Station & Bridge). The AP is an
affordable solution which is built in high-powered radios
and long-range settings to replace the ordinary Access

I
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Points that do not have the range and reach to connect to
a growing number of wireless users. With Wave?2 features,
the Access Point could reduce the handling period on client
devices and network with more client devices at the same
time. Meanwhile, the beamforming will gather energy to a
specific direction and increase the transmitting distance.



Key Features - ENS610EXT

e Up to 23 dBm transmit power enabling long range connectivity

e Supports IEEEBO2.11ac wave2/ac/a/b/g/n wireless standards
with up to 400 Mbps data rate on 2.4GHz band and 867Mbps on
5GHz band

e Support Wave 2 MU-MIMO function on 5GHz radio.
e Support Tx Beamforming to enlarge the transmitting distance.

e Perform 256-QAM to enhance air performance up to 400Mbps
under the 2.4GHz radio

* Two detachable 5 dBi 2.4 GHz Omni-directional antennas
* Two detachable 5 dBi 5 GHz Omni-directional antennas

e Proprietary 24V Input design with Gigabits port supports.
¢ Flexible application by the built-in 2nd LAN port.

¢ More customized items on Band Steering for intellgent Manage-
ment.

e Traffic Shaping to control bandwidth per SSID/user

e Secured Guest Network option available

The AP is 802.11 ac waveZ2/a/b/g/n Outdoor Access Point
with speeds up to 400 Mbps on 2.4GHz and 867Mbps
on 5GHz band. It can be configured as an Access Point,
Client Bridge, or WDS (AP, Station & Bridge). The AP is an
affordable solution which is built in high-powered radios
and long-range settings to replace the ordinary Access
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Points that do not have the range and reach to connect to
a growing number of wireless users. With Wave?2 features,
the Access Point could reduce the handling period on client
devices and network with more client devices at the same
time. Meanwhile, the beamforming will gather energy to a
specific direction and increase the transmitting distance.



Key Features - ENS500-AC/ENS500EXT-AC

e Up to 23 dBm transmit power enabling long range connectivity

e Supports IEEEBO2.11ac wave2/ac/n wireless standards with up
to 867Mbps on 5GHz band

e ENSS500EXT-AC ANT: Two detachable 5 dBi 5 GHz Omni-
directional antennas

e ENS500-AC ANT: 14dBi 5GHzdirectional antennas
e Support Wave 2 MU-MIMO function on 5GHz radio.

e Support Tx Beamforming to enlarge the transmitting distance.

A

e Proprietary 24V Input design with Gigabits port supports. EnGenius
e Flexible application by the built-in 2nd LAN port. —
e Traffic Shaping to control bandwidth per SSID/user EnGerfus — / \ ,

e Secured Guest Network option available

to replace the ordinary Access Points that do not have
the range and reach to connect to a growing number of
wireless users. With WaveZ2 features, the Access Point could
reduce the handling period on client devices and network
with more client devices at the same time. Meanwhile,
the beamforming features will gather energy to a specific
direction and increase the transmitting distance.

The AP is 802.11 ac waveZ/ac/a/n Outdoor Access Point
with speeds up to 867Mbps on 5GHz band. It can be
configured as an Access Point, Client Bridge, or WDS (AP,
Station & Bridge). The AP is an affordable solution which is
built in high-powered radios and long-range settings



Technical Specifications
ENSG620EXT

Standard:
|[EEEBO2.11 ac wavel/ac/a/n on 5 GHz
IEEEBO2.11 b/g/n on 2.4 GHz

Antenna
2 x detachable 5 dBi 2.4 GHz Omni-directional Antennas
2 X detachable 5 dBi 5 GHz Omni-directional Antennas

Physical Interface

2 x 10/100/1000 Gigabit Ethernet Ports with PoE support
LAN1 Port: Proprietary 24V Input
LANZ Port: Data Transmission

LED Indicator
Power

LAN 1

LAN 2

2.4 GHz

5 GHz

Power Requirements
Proprietary 24V Power over Ethernet (PoE),
Use included EPA2410GP only

Operation Modes
Access Point
WDS

Client Bridge

WDS Detail
WDS AP

WDS Bridge
WDS Station

Management

Auto Channel Selection

Multiple SSID: 16 SSIDs, 8 SSIDs per Radio
BSSID

SNMP V1/V2c/V3

MIB I/Il, Private MIB

VLAN Tag/VLAN Pass-through
Clients Statistics

Save Configuration as User Default
Fast Roaming

E-Mail Alert

RADIUS Accounting

Guest Network

Traffic Shaping per SSID/user

Control

CLI Supported

Distance Control (Ack Timeout)
802.1X Supplicant (CB Mode)
Multicast Supported

Auto Reboot

Obey Regulatory Power

Security

WEP Encryption - 64/128/152 bit

WPA/WPAZ Personal (WPA-PSK using TKIP or AES)
WPA/WPAZ2 Enterprise (WPA-PSK using TKIP or AES)



Hides SSID in beacons

MAC address filtering, up to 32 MACs per SSID
Wireless STA (Client) connection list

Https Support

SSH Support

QoS (Quality of Service)
Complaint with IEEE 802.11e standard

Physical/Environment Conditions
Operating:
Temperature: -20 °C to 60 °C (-4 °F to 140 °F)
Humidity (non-condensing): 90% or less
Storage:
Temperature: -30°Cto 80 °C(-22 °Fto 176 °F)
Humidity (non-condensing): 90% or less



ENS610EXT

Standard:
|[EEEBO2.11 ac wavel/ac/a/n on 5 GHz
IEEEBO2.11 b/g/n on 2.4 GHz

Antenna
2 x detachable 5 dBi 2.4 GHz Omni-directional Antennas
2 X detachable 5 dBi 5 GHz Omni-directional Antennas

Physical Interface

2 x 10/100/1000 Gigabit Ethernet Ports with PoE support
LAN1 Port: Proprietary 24V Input
LANZ Port: Data Transmission

LED Indicator
Power

LAN 1

LAN 2

2.4 GHz

5 GHz

Power Requirements
Proprietary 24V Power over Ethernet (PoE),
Use included EPA2406GP only

Operation Modes
Access Point
WDS

Client Bridge

WDS Detail
WDS AP
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WDS Bridge
WDS Station

Management

Auto Channel Selection

Multiple SSID: 16 SSIDs, 8 SSIDs per Radio
BSSID

SNMP V1/V2c/V3

MIB I/Il, Private MIB

VLAN Tag/VLAN Pass-through
Clients Statistics

Save Configuration as User Default
Fast Roaming

E-Mail Alert

RADIUS Accounting

Guest Network

Traffic Shaping per SSID/user

Control

CLI Supported

Distance Control (Ack Timeout)
802.1X Supplicant (CB Mode)
Multicast Supported

Auto Reboot

Obey Regulatory Power

Security

WEP Encryption - 64/128/152 bit

WPA/WPAZ Personal (WPA-PSK using TKIP or AES)
WPA/WPAZ2 Enterprise (WPA-PSK using TKIP or AES)



Hides SSID in beacons

MAC address filtering, up to 32 MACs per SSID
Wireless STA (Client) connection list

Https Support

SSH Support

QoS (Quality of Service)
Complaint with IEEE 802.11e standard

Physical/Environment Conditions
Operating:
Temperature: -20 °C to 60 °C (-4 °F to 140 °F)
Humidity (non-condensing): 90% or less
Storage:
Temperature: -30°Cto 80 °C(-22 °Fto 176 °F)
Humidity (non-condensing): 90% or less
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ENS500-AC

Standard:
|IEEEBOZ2.11 ac wavel/ac/a/n on 5 GHz

Antenna
Internal 14dBi high gain directional antenna

Physical Interface

2 x 10/100/1000 Gigabit Ethernet Ports with PoE support
LAN1 Port: Proprietary 24V Input
LANZ Port: Data Transmission

LED Indicator
Power

LAN 1

LAN 2

WLAN

Weak

Normal
Strong

Power Requirements
Proprietary 24V Power over Ethernet (PoE),
Use included EPA2406GP only

Operation Modes
Access Point
WDS

Client Bridge

WDS Detail

12

WDS AP
WDS Bridge
WDS Station

Management

Auto Channel Selection
Multiple SSID: 8 SSIDs

BSSID

SNMP V1/V2c/V3

MIB I/1l, Private MIB

VLAN Tag/VLAN Pass-through
Clients Statistics

Save Configuration as User Default
Traffic Shaping per SSID/user
E-Mail Alert

RADIUS Accounting

Guest Network

Control

CLI Supported

Distance Control (Ack Timeout)
802.1X Supplicant (CB Mode)
Multicast Supported

Auto Reboot

Obey Regulatory Power

Security

WEP Encryption - 64/128/152 bit

WPA/WPAZ Personal (WPA-PSK using TKIP or AES)
WPA/WPAZ2 Enterprise (WPA-PSK using TKIP or AES)



Hides SSID in beacons

MAC address filtering, up to 32 MACs per SSID
Wireless STA (Client) connection list

Https Support

SSH Support

QoS (Quality of Service)
Complaint with IEEE 802.11e standard

Physical/Environment Conditions
Operating:
Temperature: -20 °C to 60 °C (-4 °F to 140 °F)
Humidity (non-condensing): 90% or less
Storage:
Temperature: -30°Cto 80 °C(-22 °Fto 176 °F)
Humidity (non-condensing): 90% or less
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ENS500EXT-AC

Standard:
|[EEEBOZ2.11 ac wavel/ac/a/non 5 GHz

Antenna
2 X detachable 5 dBi 5 GHz Omni-directional Antennas

Physical Interface

2 X 10/100/1000 Gigabit Ethernet Ports with PoE support
LAN1 Port: Proprietary 24V Input
LANZ Port: Data Transmission

LED Indicator
Power

LAN 1

LAN 2

WLAN

Weak

Normal
Strong

Power Requirements
Proprietary 24V Power over Ethernet (PoE),
Use included EPA2406GP only

Operation Modes
Access Point
WDS

Client Bridge

WDS Detail
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WDS AP
WDS Bridge
WDS Station

Management

Auto Channel Selection
Multiple SSID: 8 SSIDs

BSSID

SNMP V1/V2c/V3

MIB I/1l, Private MIB

VLAN Tag/VLAN Pass-through
Clients Statistics

Save Configuration as User Default
Traffic Shaping per SSID/user
E-Mail Alert

RADIUS Accounting

Guest Network

Control

CLI Supported

Distance Control (Ack Timeout)
802.1X Supplicant (CB Mode)
Multicast Supported

Auto Reboot

Obey Regulatory Power

Security

WEP Encryption - 64/128/152 bit

WPA/WPAZ Personal (WPA-PSK using TKIP or AES)
WPA/WPAZ2 Enterprise (WPA-PSK using TKIP or AES)



Hides SSID in beacons

MAC address filtering, up to 32 MACs per SSID
Wireless STA (Client) connection list

Https Support

SSH Support

QoS (Quality of Service)
Complaint with IEEE 802.11e standard

Physical/Environment Conditions
Operating:
Temperature: -20 °C to 60 °C (-4 °F to 140 °F)
Humidity (non-condensing): 90% or less
Storage:
Temperature: -30°Cto 80 °C(-22 °Ft0 176 °F)
Humidity (non-condensing): 90% or less
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Physical Interface (ENS620€EXT)

Dimensions

Length: 191.6 mm (7.54")
Width: 114.3 (4.49")
Depth: 47.7mm (1.88")

1 2.4 GHz Antennas: Detachable 5 dBi 2.4 GHz Omni-directional
2 5 GHz Antennas Detachable 5 dBi 5 GHz Omni-directional

3 LAN Port 1 (Proprietary24V PoE): Ethernet port for RJ-45 cable.
4 LAN Port 2 : Ethernet port for R|-45 cable.

5 LED Indicators: LED lights for Power, LAN Port 1, LAN Port 2,
2.4 GHz Connection and 5 GHz Connection.

6 Ground Cable

7 Mounting Holes: Using the provided hardware, the AP can be
attached to a wall or pole.

16
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Physical Interface (ENS610EXT)

Dimensions

Length: 186 mm (7.32")
Width: 100 (3.94")
Depth: 29mm (1.14")

))
)

1 2.4 GHz Antennas: Detachable 5 dBi 2.4 GHz Omni-directional
2 5 GHz Antennas Detachable 5 dBi 5 GHz Omni-directional
3 LAN Port 1 (Proprietary24V PoE): Ethernet port for RJ-45 cable.

4 LAN Port 2 : Ethernet port for R|-45 cable.

5 LED Indicators: LED lights for Power, LAN Port 1, LAN Port 2,
2.4 GHz Connection and 5 GHz Connection.

6 Mounting Holes: Using the provided hardware, the AP can be
attached to a wall or pole.

17
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Physical Interface - ENS500-AC/ENS500EXT-AC

Dimensions

Length: 186 mm (7.32")
Width: 100 (3.94")
Depth: 29mm (1.14")

1 5 GHz Antennas Detachable 5 dBi 5 GHz Omni-directional
Antennas (ENS500EXT-AC Only) (1] (1]

2 LAN Port 1 (Proprietary24V PoE): Ethernet port for RJ-45 cable.
3 LAN Port 2 : Ethernet port for RJ-45 cable.

4 LED Indicators: LED lights for Power, LAN Port 1, LAN Port 2,
2.4 GHz Connection and 5 GHz Connection.

5 Mounting Holes: Using the provided hardware, the AP can be
attached to a wall or pole.

18



Chapter 2
Before You Begin
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Computer Settings

Windows XP/Windows 7/Windows 8/Windows
10

In order to use the Access Point, you must first configure the
TCP/IPv4 connection of your Windows OS computer system.

1a. Click the Start button and open the Control Panel

R

@ Internet Explorer »
Tera Term Pro

e

5| E-mail
ijﬂ Microsoft OFfice Outlook

s Cormmand Prompt

Internet
Internet Explorer

__J My Documents

:) My Recent Documents » l Notepad 4
- )

i Wireshark

& My Pictures

= » - Connect To
XS cromand Prompt My Music
. J‘ IChariot Console
:{J! My Computer Control Panel
@ Micrasoft Office Ward 2003 < /,‘ Paint »
] Ba Control Panel : 23 Devices and Printers
15 \ Motepad @ CCleaner 4
Set Program Access and Run...

@ Defaults
e Connect To »

~:6 Printers and Faxes

g WordPad

IxChariot Console

7-Zip File M
Tera Term Pro SR
=

%‘ EnGenius Wireless Utility

@ Microsoft Office Excel 2003 | @) Heln and Support
/;) Search @ Mozilla Firefox
AllPrograms [ 7= Run... > AllPrograms
LDg Off @Tuy‘n OFF Camputer | [Isearch 7 and files 2] | [0
Windows XP Windows 7

20

1b. Move your mouse to the lower right hot corner to
display the Charms Bar and select the Control Panel in
Windows 8 OS.

Settings

Thursday
October 11

> 3D

Windows 8

1c.In Windows 10, click Start to select All APPs to enter
the folder of Windows system for selecting Control
Panel.

Mostly Clear

84°

Washington,...

Windows Media Player

B v ﬂ:-

Phone Campa.

OneMote

werShell

Command Prompt

Contrel Panel

) Default Programs

# Default Programs

ﬁ Devices

£ Back

Windows 10



2a.In Windows XP, click Network Connections. 4. Select Internet Protocol Version 4 (TCP/IPv4) and then
select Properties.

U Local Area Connection Properties ﬁ

Metwork

™

Connections Networking | Sharing

Connect using:

2b.In Windows 7/Windows 8/Windows 10, click View S Intel(R) 82578DC Gigabit Network Conmection
Network Status and Tasks in the Network and

This connection uses the following tems:

Internet section, then select Change adapter settings. % Clort for Miroseft Networks
Bl \/ware Bridge Protocol

Network and Internet Control Panel Hale $Z100S Packet Scheduler

e .@ File: and Printer Sharing for Microsoft Metworks

N View network status and tasks I : & Intemet Protocol Version & (TCP/IPvE)
e am ’ . Change adapter settlngsl - ;
&2 . Choose homegroup and sharing options ‘ W |riiemet Protocol Version 4 (TCP/IPv4) |
Scel’:i:gi pelapeedhatiy i Link-Layer Topology Discovery Mapper 140 Driver
¢ & Link-Layer Topology Discoverny Responder
Description k‘
3. Rightclickon Local Area Connectionandselect Properties. Transmission Cortrol Protocol/nemet Protocol. The cefat

across diverse interconnected networks.

@UV|E‘I v Control Panel » MNetwork and Internet » Metwork

0K || Cancel

Organize « Disable this network device Diagnose this conng

- Local Area Connection L‘ Vhware Met
A &
D

S Metwork Unidentified
e
= Intel(R) 82578DC Gigabit Network... G2 VMware Virt

) Disable

status 5. Select Use the following IP address and enter an IP
= B,idggecmm address that is different from the Access Point and Subnet
Create Shortcut mask, then click OK.

Delete

[F51]
%' Rename

'5' Properties

[
b

21



Note: Ensure that the IP address and Subnet mask are

I Internet Protoccl Version 4 (TCP/IPv4) Properties M‘
on the same subnet as the device. General
You can get IP settings assigned automatically if your networlf supports
For example: EN H 2 ZOEXT I P address: 'I 9 2 . 'I 68. ‘I . 'I this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

PCIPaddress:192.168.1.2-192.168.1.255

192.158. 1 . 10

PC Subnet mask: 255.255.255.0

Subnet mask: 255 . 255 .255 . O

Default gateway:

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DMS server:

Alternate DMNS server:

[ validate settings upon exit

[ OK ]’ Cancel ]

22



Apple Mac 0S X

1. Go to System Preferences (Which can be opened in the
Applications folder or selecting it in the Apple Menu).

2. Select Network in the Internet & Network section.

enr System Preferences
[ <[> ][ ShowAll
Personal
X @ M OE @ e
Appearance Desktop & Dock Exposé & International Securi
Screen Saver Spaces
Hardware
B "Qy (=] : =
Bluetooth CDs & DVDs Displays Energy Keyboard & Print &
Saver Mouse
Internet & N
® Q @
Mac QuickTime Sharing
System

3. Highlight Ethernet.

23

4.
5.

In Configure IPv4, select Manually.

Enter an IP address that is different from the Access
Point and Subnet mask then press OK.

Note: Ensure that the IP address and Subnet mask are
on the same subnet as the device.

For example: A device IP address: 192.168.1.1

PCIPaddress:192.168.1.2-192.168.1.255
PC Subnet mask: 255.255.255.0

. Click Apply when done.

800

(<[] (Srowar ]

Network

Location: | Automatic ]

® flr'e‘vw‘re .

e

P
¥ Click the lock to prevent further changes.

Status: Connected

Ethernet is currently active and has the IP
address 192.168.1.100.

Configure IPv4: | Manually ﬂ

IP Address: 192.168.1.100

Subnet Mask: 255.255.255.0

Router:

DNS Server:

Search Domains:

(" Advanced... ) @

4 : — T
(" Assistme... ) Revert Apply




Hardware Installation

A. Remove the rear bottom panel.

B. Connect one end of the Ethernet cable into the LAN(PoE)
port of the AP/Bridge and the other end to the PE port
on the PoE Adapter.

C. Connect the Power cord with the PoE Adapter and plug
the other end into an electrical outlet.

D. Connect the second Ethernet cable into the LAN port of
the PoE adapter and the other end to the Ethernet port
on the computer.

E.Place the pane removed from step A back into the device.

F.Screw on the provided antennas to the top of this device.
(Applied on the ENS500EXT-AC / ENS620EXT)

This diagram depicts the hardware configuration.

24

Note: The Access Point NOLY supports the included
proprietary 24V PoE adapter.



Mounting the AP

Using the provided hardware, the AP can be attached to a wall or a pole.

1. Wall Mounting Kit 2. Pole Mounting Strap
(Anchors: ©®5.5*18 mm & Bolts: ®8*25mm) (©63.5*12.7 mm)

Anchors Bolts

25



To attach the AP to a wall using wall mounting

kit.

1. Determine where the Access Point to be placed and 3. Screw the included screws into the anchors.
mark locations on a surface for the two mounting holes.
Use an appropriate drill bit to drill two 8.1mm diagram
and 26mm depth holes in the markings and hammer the
bolts into the opening.

4. Place this Access Point against wall with the mounting
heads.

2. Screw the anchors unto the holes until they are flush
with the wall.

1 ,‘70
3 ,6? _,.vo
g @
e* R4
e \

-

i i
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To attach the AP to a pole using the provided
pole mounting kit:

1. Thread the open end of the pole strap through the two 2. Lock and tighten pole strap to secure pole mount
tabs on the Pole Mount Bracket. bracket to the pole.

2
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Install Ground cable (ENS620EXT Only)

No outdoor APs are built to withstand a direct lightning strike. To prevent a directly ligtning stirke into outdoor APs,
they should be properly grounded to a viable path for lightning surge to deliver to ground so that is does not go into the
building network. This AP have a ground lug on the left side of this AP which is applied to attach a proper ground to.

*Attention: You must always install an external grounding wire ensure that you have completed grounding before you connect power

to the unit.

28
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Configuring Your
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Configuring Your Access Point

This section will show you how to configure the device 2. The default username and password are admin.
using the web-based configuration interface. Once you have entered the correct username and
password, click the Login button to open the web-base
configuration page.

EnGenius®

Default Settings

Please use your Ethernet port or wireless network adapter
to connect the Access Point.

e iefe[f599192.168.1.1
WA GEINENAESS TG (ladmin / admin

ENS620EXT

Web Configuration

1. Open a web browser (Internet Explorer/Firefox/Safari/

* The model name will be varied by different models.
Chrome) and enter the IP Address http://192.168.1.1

3. If successful, you will be logged in and see the User
Menu of this Access Point.

New Tab »®

C [7 19216811

Note: If you have changed the default LAN IP Address of
the Access Point, ensure you enter the correct IP Address.

30



Chapter 4
Building a Wireless
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Before starting to configure this Access Point, you may realize the used scenario under varied operating modes.The AP
has the ability to operate in various modes. This chapter describes purpose of different operating modes and lists down

the operating modes for outdoor Access Points or Client Premise Equipments (CPE).

Access Point Mode

In Access Point Mode, AP behaves likes a central connection for stations or clients that support IEEE 802.1 1ac/a/b/g/n networks.
The stations and clients must be configured to use the same SSID (Service Set Identifier) and security password to associate

with the AP. The AP supports up to eight SSIDs per band at the same time for secure access.

O« ) g

Client 24GHz | w ' ! ’ 5GHz Client

N 7

Aﬁ A’-\
Can Can )
Client D D Client
A A
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Client Bridge Mode

The Access Point essentially acts as a wireless adapter that connects to an access point to allow a system of wireless
access to the network in the Client Bridge mode. Since the computers are on the same subnet, the Access Point can
broadcast to reach all end-devices.

If you use the client bridge mode in this Access Point, you can use the AP Detection feature to scan for Access Points
within range. When you find an Access Point, configure this Access Point to use the same SSID and Security Password as
the Access Point to associate with it.

L) |:

EEEEEEE
mmmmmmmm

L) (@F Yz s € —@»)

L) « P Y
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The AP can be used as a centralized Outdoor Access Point with which other EnGenius Wireless 802.11b/g/n 2.4 or ac/a/n
5 GHz Outdoor Client Bridges can associate; leveraging the long-range capability of their internal high-gain directional
antennas, resulting in a very cost-effective solution to expand a company network over a multiple building campus.

I:l )) ENH202 ENH202
y— N Client Bridge AP Client Bridge D

Client Access Point

L) (((@— IR ( —@)))
Q
=) Y

Cllent

Client

Client \
5GHz | i | 5GHz |
ENH500 AP
Client Bridge Client Bridge
D )) (( Switch
AN S
Client
Switch
i Internet
i i

Client P § A
Client

Client 34

i Client
-y i
P §

Client



WDS AP Mode

The AP also supports WDS AP mode. This operating mode allows wireless stations to connect with Access Point via using
WDS technology. In this mode, configure the MAC addresses or SSIDs in both Access Points to enlarge the wireless area
by enabling WDS Link settings. WDS AP mode supports up to four (4) AP MAC addresses and four (4) SSIDs at the same

time.
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WDS Bridge Mode

In WDS Bridge Mode, the Accesss Point can wirelessly connect different LANs by configuring the MAC address and security
settings of each Access Points. Use this operating mode when two wired LANs located a small distance apart want to
communicate with each other. The best solution is to use the Access Point to wirelessly connect two wired LANS, as
shown in the following diagram.

WDS Bridge Mode can establish up to four (4) to eight (8) WDS links, creating a star-like network.

Note: WDS Bridge Mode does not act as an Access Point. Access Points linked by WDS are using the same frequency
channel. More Access Points connected together may lower throughput. This configuration can be susceptible to
generate endless network loops in your network, so it is recommended to enable the Spanning Tree function to

prevent this from happening.
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WDS Station Mode
WDS station (WDS STA) mode expands the WDS by receiving a wireless signal/service and sharing it through the Ethernet

port. With WDS STA mode,

Lok
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on both 5 GHz or 2.4 GHz
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Overview

Save Changes

This page lets you save and apply the settings shown under

Unsaved changes list, or Revert the unsaved changes and
revert to the previous settings that were in effect.

English

EnGenius®

ENS620EXT

Changes: 5

Dual Radio Outdoor AP, 2T2R, 400Mbps + 867Mbps

Configuration / Changes

Legend:
[] Section added

P OverView

[] Section removed Option changed

Device Status

Connections dhcp.cfg02411c

dhep. c£g02411c. domain-ENS620EXT
Realtime L.t

work.lan
network.lan.hostname=ENS620EXT
Basic
Wireless

P Management

Advanced
Time Zone
WiFi Scheduler
Tools

System Manager

Account

wireless.wifil
wireless.wifi0.channel ¢
Apply Revert

Firmware
Log

Device Status

Clicking the Device Status link under the Overview menu
shows the status information about the current operating

mode.

Time, Firmware Version, and Management VLAN ID

The Device Information section shows general system
information such as Device Name, MAC Address, Current
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Note: VLAN ID is only applicable in Access Point, WDS
AP or WDS BR mode.

Device Information

Device Name ENS620EXT
MAC Address

- LAN1

- LAN2

- Wireless LAN - 2.4GHz

- Wireless LAN - 5GHz

88:DC:96:00:00:10
88:DC:96:00:00:11
88:DC:96:00:00:12
88:DC:96:00:00:13

Country USA

Current Local Time Tue Jul 12 11:45:00 2016
Uptime Oh 4m 57s

Firmware Version 1.0.0

Management VLAN ID Untagged

The Memory Information section shows usage of
memory such as Total Available, Free, Cached, Buffered

Memory Information

Total Available | 128884 kB / 236336 kB (54%)

Free (195352 KB/ 236336 KB (40%) |
Cached [ 24908 kB / 236336 kB (10%) |
Buffered ([ 8624 k6 / 236336 KB (%) |



 The LAN Information section shows the Local Area
Network settings such as the LAN IP Address, Subnet . — — o
mask, Primary DNS Address, Secondary DNS Address, — Vireles tode 80211 B//N

Wireless LAN Information - 2.4GHz

. . Channel Bandwidth 20 MHz
status of DHCP client, and status of Spanning Tree  chane 2.412 Ghz(Channel 1)
Profile SSID Security VID 802.1Q
protocol (STP)_ #1 EnGenius_Test None 1 Disable
#2 EnGenius-mac-_2-2.4GHz None 2 Disable
LAN Information - IPv4 i e o - P
1P Address 192.168.1.1 #5 EnGenius-mac-_5-2.4GHz None 5 Disable
Subnet Mask 255.255.255.0 #6 EnGenius-mac-_6-2.4GHz None 6 Disable
Gateway 192.168.1.1 #7 EnGenius-mac-_7-2.4GHz None 7 Disable
Primary DNS 0.0.0.0 #8 EnGenius-mac-_8-2.4GHz None 8 Disable
Secondary DNS 0.0.0.0 #9 EnGenius-2.4GHz_GuestNetwork None Disable
DHCP Client Disable
Spanning Tree Protocol(STP)W Disable
Wireless LAN Information - 5GHz
The Wireless LAN Information 2.4 GHz/5 GHz section ~ 2reen o (ios hecsss ot
Wireless Mode 802.11 N/AC
shows wireless information such as Operation Mode,  chene anawicn 80 Mz
. . . Channel 5.180 GHz(Channel 36)
Frequency, and Channel.Since this Access Point supports w20
. . . #1 EnGenius_Test None 51 Disable
multiple-SSIDs, information about each SSID, the ESSID, i e 25 o o
and security settings, are displayed P e W o

Note: Profile Settings are only applicable in Access Point
and WDS AP modes.

e The Statistics section shows Mac information such as
SSID, MAC address, RX and TX.

Statistics
SSID MAC RX(Packets) TX(Packets
Ethernet 88:DC:96:00:00:10 134.37 KB(829 Pkts.) 893.75 KB(857 Pkts.)
EnGenius-mac-_1-2.4GHz 88:DC:96:00:00:12 0.00 B(0 Pkts.) 21.34 KB(149 Pkts.)
EnGenius-mac- 1-5GHz 88:DC:96:00:00:13 0.00 B(0 Pkts.) 8.02 KB(44 Pkts.)
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Connections Realtime
2.4 GHz/5 GHz Connection List Realtime

Click the connection link under the Overview menu displays  The Realtime section contains the following options:
the connection list of clients associated to the AP's 2.4
GHz/5 GHz, along with the MAC addresses and signal
strength for each client. Clicking Refresh updates the
client list.

CPU Lloading: 3 minutes CPU loading percentage
information, it displays current loading, average loading
and peak loading status. Left bar is loading percentage;

button is time tracing. Interval is every 3 seconds
Note: Only applicable in Access Point and WDS AP

modes.

Load Traffic Connections

CPU Loading (%)

2.4 GHz/5 GHz WDS Link List ,

Click the connection link under the Overview menu. This .
page displays the current status of the WDS link, including
WDS Link ID, MAC Address, Link Status and RSSI.

(3 seconds/interval; Maximum Interval: 3 minutes)

Note: Only applicable in WDS AP and WDS Bridge modes. I
Connection List - 2.4GHz
SSID MAC Address X RX RSSI Block
WDS Link List - 5GHz
WDS Link ID# MAC Address Link Status RSSI(dBm)
=3
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Traffic Loading: 2.4GHz and 5GHz and Ethernet port
inbound and outbound traffic by current, average and
peak time.

Load Traffic Connections

Realtime Traffic (kB/s)o
EnGenius_Test EnGenius_Test LAN2 LAN1

0.44

0.3

0.15

|

Inbound:  kB/s Average: ( kB/s Peak: 0 kB/s

(3 minute window, 3 second interval)

Outbound: 0.11 kB/s Average: 0.11 kB/s Peak: (.54 kB/s

2cdishhfear33ahes2f/admin/statis/realtime |

Realtime Connection (Pkts): Overview on current
active network connections. It displays UDP and TCP
packets information and other connection status. UDP
connections curve is in blue; TCP connection curve is
in green; others curve is in red. Below of chart shows
connections source and destination.
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Basic
IPv4/IPv6 Settings

This page allows you to modify the device’s IP settings.

IPv4 Settings

IP Network Setting DHCP '« Static IP

IP Address 192.168.1.1

Subnet Mask 255.255.255.0
Gateway 192.168.1.1
Primary DNS 0.0.00

Secondary DNS 0.0.00

IPv6 Settings “ Link-local Address

IP Address

Subnet Prefix Length
Gateway

Primary DNS

Secondary DNS

IP Network Settings: Select whether the device IP address
will use a static IP address specified in the IP address field
or be obtained automatically when the device connects to
a DHCP server.

IP Address: The IP address of this device.
Subnet Mask: The IP Subnet mask of this device.

Gateway: The Default Gateway of this device. Leave it
blank if you are unsure of this setting.
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Primary/Secondary DNS: The primary/secondary DNS
address for this device.

Save: Click Save to confirm the changes.

Spanning Tree Protocol (STP) Settings

This page allows you to modify the Spanning Tree settings.
Enabling the Spanning Tree protocol will prevent network

loops in your LAN network.

Spanning Tree Protocol (STP) Settings

Status Enable ' Disable

Hello Time 2 seconds (1-10)

Max Age 20 seconds (6-40)

Forward Delay 5 seconds (4-30)

Priority 32768 (0-65535)

Spanning Tree Status: Enables or Disables the Spanning
Tree function. Default is Disable.

Hello Time: Specifies Bridge Hello Time in seconds. This
value determines how often the device sends handshake
packets to communicate information about the topology
throughout the entire Bridged Local Area Network.

Max Age: Specifies Bridge Max Age in seconds. If another



bridge in the spanning tree does not send a hello packet for
a long period of time, it is assumed to be inactive.

Forward Delay: Specifies Bridge Forward Delay in seconds.
Forwarding delay time is the time spent in each of the
Listening and Learning states before the Forwarding state
is entered. This delay is provided so that when a new bridge
comes onto a busy network, it analyzes data traffic before
participating in the network.

Priority: Specifies the Priority Number. A smaller number
has a greater priority than a larger number.

Save: Click Save to confirm the changes.
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Wireless

Wireless Settings

Wireless Settings

ENSE20EXT
USA

Device Name
Country / Region

Disabled

NOTE: In order for Band Steering function to work properly, both 2.4GHz and 5GHz SSID and
Security Settings must be the same.

Band SteeringW

Device Name: Enter a name for the device. The name you
type appears in SNMP management. This name is not the
SSID and is not broadcast to other devices.

Band Steering (Avaiable on ENS620€XT): Enable Band
Steering to send 802.11n clients to the 5 GHz band,
where 802.11b/g clients cannot go, and leave 802.11b/g
clients in 2.4GHz to operate at their slower rates. Before
implementing this feature, we suggest you to assure the
both 2.4GHz and 5GHz SSID, as welll as security settings
must be the same. EnGenius Band Steering supports
following advanced settings,

Wireless Settings

Device Name ENS620EXT

USA

V]
Force 5GHz v

INFORMATION: When band steering is configured to Force 5GHz mode, the AP will not allow a
dual band client to connect to the 2.4GHz band only if the client is not currently associated on the
2.4Ghz radio of this AP.

NOTE: In order for Band Steering function to work properly, both 2.4GHz and 5GHz SSID and
Security Settings must be the same.

Country / Region

Band SteeringW

*Force 5GHz: When band steering is configured to Force
5GHz mode, the AP will not dual band capable client
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devices to network to the 2.4GHz band only if the client
devices are not currently associated on 2.4GHz radio in
this AP.

Prefer 5GHz

5GHz RSSI -75 dBm W

NOTE: In order for Band Steering function to work properly, both 2.4GHz and 5GHz SSID and
Security Settings must be the same.

Band Steeringw

*Prefer 5GHz: When band steering is configured to Prefer
5GHz mode, the AP will steer dual band capable client
devices to 5GHz radio when the RSSI value of these client
devices on 5GHz radio is more than set one. The allowed
RSSI value for default setting is -75dBm.

Band Balance
5GHz RSSI -75

Percent of clients on 5GHz radio 75 % @

NOTE: In order for Band Steering function to work properly, both 2.4GHz and 5GHz SSID and
Security Settings must be the same.

dBm W

*Band Balance: When band steering is configured to
Band Balance mode, the AP will steer dual band capable
client devices to 5GHz when the RSSI value of these client
devices on 5GHz radio is more than set one. To evenly
allocate RF resource on the both 2.4GHz and 5GHz radios,
users also can set the portion of client devices on 5GHz
radio to assure smoothly connection. The default value of
the 5GHz radio is 75%.

Save: Click Save to confirm the changes.



This page displays the current status of the Wireless
settings of this AP.

2.4 GHz/5 GHz Wireless Network

2.4GHz 5GHz
Operation Mode Access Point v ¥ Green ¥ Access Point v ¥ Green W
Wireless Mode 802.11 B/G/IN 802.11 ACIN
Channel HT Mode 20MHz 40MHz
Channel Configuration
Transmit Power Auto v Auto
Data Rate Auto v Auto
RTS/CTS ThresholdW (1 - 2346) 2346 2346
Client Limits 127 ¢ Enable Disable 127 ¢ Enable Disable
* Enable Disable
Aggregation 32 Frames
50000 Bytes(Max)
AP Detection Scan Scan
Distance (1-30km) 1 (0.6miles) 1 (0.8miles)

Operation Mode: Scrow down this list to select operation
modes forimplementing on this radio. The default operation
mode is Access Point on base stations and Access Points
and is Client Bridge on Client Premise Equipements (CPE).
Meanwhile, EnGenius outdoor devices also support WDS
modes for peer to peer or peer to multi-peer connections.

Wireless Mode: Scrow down this list to select wireless
broadcasting standard on 2.4GHz and 5GHz frequency
bands.

Channel HT Mode: Scrow down this list to select bandwidth
for operating under a frequency band. The default channel
bandwidth is 20 MHz on 2.4GHz frequency radio and 40
MHz on 5GHz frequency radio. Considering the different
applications, users can decide to implement a channel
bandwidth to fulfill real applications. The larger the channel,
the greater the transmission quality and speed.

Transmit Power (Tx Power): Default Tx power is Auto
to obey regulartory power of each country.

Channel: Click Configuration button to open a new
windows to configure channels for performing wireless

service.
2.4GHz 5GHz
All None All None
1,6,11 1,4,8,11 U-NII-1 U-NII-2A
87 1,5,9 U-NII-2B U-NII-3
Ch 01:2.412 GHz Ch02:2.417 GHz Ch 36 : 5.180 GHz Ch 40 : 5.200 GHz
Ch 03 : 2.422 GHz Ch 04 : 2.427 GHz Ch 44 : 5.220 GHz Ch 48 : 5.240 GHz
Ch 05 : 2.432 GHz Ch 06 : 2.437 GHz Ch 52 : 5.260 GHz Ch 56 : 5.280 GHz
Ch 07 : 2.442 GHz Ch 08 : 2.447 GHz Ch 60 : 5.300 GHz Ch 64 : 5.320 GHz
Ch 09 : 2.452 GHz Ch 10 : 2.457 GHz Ch100 : 5.500 GHz Ch104 : 5.520 GHz
Ch 11 : 2.462 GHz Ch108 : 5.540 GHz Ch112 : 5.560 GHz

Ch132 : 5.660 GHz Ch136 : 5.680 GHz

Ch149 : 5.745 GHz Ch153 : 5.765 GHz

Ch157 : 5.785 GHz Ch161 : 5.805 GHz

m Save current setting(s)



*Default configuration: Default setting of channel
selection is “All” to perform auto channel on the exist
channel list.

*None: Click “None" to disable the setting on this radio.
This radio is disabled.

*Group Configuration: Click specific groups of channels
for performing auto channel function. For example, users
can click U-NII-1 and U-NII-3 to perform auto channel on
these bands; the mechanism of this AP will select the
relatively optimal channel to peform wireless service.

Data Rate: Select a data rate from the drop-down list. The
data rate affects throughput of data in the AP. Select the
best balance for you and your network but note that the
lower the data rate, the lower the throughput, though
transmission distance is also lowered.

RTS/CTS Threshold: Specifies the threshold package size
for RTC/CTS. A small number causes RTS/CTS packets to be
sent more often and consumes more bandwidth.

Client Limits: Limits the total number of clients on this radio.
Once setting the ceiling of client numbers, the maximum
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assocaited client devices will be restricted at this number.

Aggregation: Integrate multiple data packets into one
packet to deliver to client devices. This option reduces the
number of packets, but also increases packet sizes.

AP Detection: AP Detection can select the best channel to
use by scanning nearby areas for Access Points.

Distance: Specifies the distance between Access Points
and client devices. The proper setting for this parameter
may assist Access Points to avoid the improper operation
when transmitting data under a filed application.

Save: (Click Save to confirm the changes or Cancel to cancel
and return to previous settings.



2.4 GHz/5 GHz SSID Profile

Wireless Settings - 2.4GHz

Suppressed  Station
SSID Separation

] ]

No. Enable SSID Edit Security Isolation ~ VID

O

Edit
Edit
Edit

EnGenius063C96_1-2.4GHz None
EnGenius063C96_2-2 4GHz
EnGenius063C96_3-2.4GHz
EnGenius063C96_4-2.4GHz
EnGenius063C96_5-2.4GHz
EnGenius063C96_6-2.4GHz
EnGenius063C96_7-2.4GHz

EnGenius063C96_8-2.4GHz

None
None
None
d
d

None

None

III g
aajo/a

(=N

None

0~ Dy AW N =
OOoOoooomO
OoOooooma
OoooooO
OoOoooomO
== T B = T L R R

Edit None

Wireless Settings - 5GHz

Suppressed  Station
SSID Separation

a ]

No. Enable SSID Edit Security Isolation ~ VID

51
52
53
54
55
56
57
58

EnGenius063C97_1-5GHz None =
EnGenius063C97_2-5GHz
EnGenius063C97_3-5GHz
EnGenius063C97_4-5GHz
EnGenius063C97_5-5GHz
EnGenius063C97_6-5GHz
EnGenius063C97_7-5GHz

EnGenius063C97_8-5GHz

None
None
None
None
Edit
Edit
Edit

None

None

[== I = - B B N
Ooooooo
=i=aE=y==1
Ooooooo
Ooooooo
Ooooooo

None

Current Profile: You can configure up to sixteen (16)
different SSIDs (eight (8) per band). If multiple client
devices will be accessing the network, you can arrange the
devices into SSID groups. Click Edit to configure the profile
and check whether you want to enable extra SSID.
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Enable: Click this check box to enable this SSID interface.
The default SSIDs are enable on the both first 2.4GHz and
5GHz SSID.

SSID: Specifies the SSID for the current profile.

Hidden SSID: Check this option to hide the SSID from clients.
If checked, the SSID will not appear in the site survey.

Clientlsolation: Click the appropriate radio button to enable
this function for allowing or preventing communication
between client devices.

VID: Specifies the VLAN tag for each profile. If your netowrk
includes VLANSs, you can specify a VLAN ID for packets pass
through the Access Point with a tag.

Wireless Security: See the Wireless Security section.

VLAN Isolation: Restrict clients communicating with
different VIDs by selecting the radio button.

L2 Isolation: Enable this function prevenet client devices
to communicate on the both WLAN and LAN.

Save: Click Save to accept the changes.



Wireless Security

The Wireless Security section lets you configure the AP's

security modes
Wireless Security - 2.4GHz

Securiy Mode wee
Auth Type Open System

Input Type Hex

Key Length 40/64-bit (10 hex digitsor 5 A ¥
Default Key Key #1

Key #1

Key #2

Key #3

Key #4

Secuirty Mode: Including WEP, WPA-PSK, WPAZ-PSK,
WPA-PSK Mixed, WPA, WPAZ2, and WPA Mixed. We strongly
recommend you to use WPAZ2-PSK mode.

* Setting of WEP mode:
Auth Type: Select Open System or Shared Key.
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Input Type:
ASCIl: Regular Text (recommended)
Hexadecimal Numbers (For advanced users)

Key Length: Select the desired option and ensure that
wireless clients use the same setting. Your choices are 64,
128, and 152-bit password lengths.

Default Key: Select the Key you wish to be the default.
Transmitted data is ALWAYS encrypted using the Default
Key; the other Keys are for decryption only. You must enter
a Key Value for the Default Key.

Encryption Key Number: Enter the Key Value or values you
wish to use. Only the Key selected as Default is required.
The others are optional.



Wireless Security - 5GHz Wireless Security - 5GHz

Security Mode WPA-PSK v Security Mode WPA-Enterprise
Encryption AES v Encryption AES
Passphrase Group Key Update Interval 3600
Group Key Update Interval 3600 Radius Server

1812

Radius Port
Default 1812

* Setting of WPA-PSK, WPA2-PSK and WPA-PSK Mixed ... c...
(Pre-Shared Key): Radius Accounting Disable

Encryption: You may select AES, TKIP or Both (TKIP+AES) et Aeemingsene
to be the encryption type you would like. Please ensure oot e
that your wireless clients use the same settings.

Radius Accounting Secret

Interim Accounting Interval 600

Passphrase: Wireless clients must use the same Key to
associate the device. If using ASCII format, the Key must * Setting of WPA-Enterprise & WPAZ2-Enterprise (Pre-
be from 8 to 63 characters in length. If using HEX format, Shared Key):

the Key must be 64 HEX characters in length. Encryption: Select the WPA encryption type you would like.

Group Key Update Interval: Specifies how often, in Pleaseensurethatyourwireless clients use the same settings.

seconds, the Group Key changes. The default value is 3600. Radius Server: Enter the IP address of the Radius server.

Radius Port: Enter the port nhumber used for connections
to the Radius server.
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Radius Secret: Enter the secret required to connect to the
Radius server.

Radius Accounting: Enable or disable accounting feature.

Radius Accounting Server: Enter the IP address of the
Radius accounting server.

Radius Accounting Port Enter the port number used for
connections to the Radius accounting server.

Radius Accounting Secret: Enter the secret required to
connect to the Radius accounting server.

Interim Accounting Interval: Specifies how often, in
seconds, the accounting data sends.

Note: 802.11n does not allow WEP/WPA-PSK TKIP/
WPAZ2-PSK TKIP security mode. The connection mode
will automatically change from 802.11n to 802.11g.
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Wireless MAC Filtering

Wireless MAC Filtering is used to allow or deny network
access to wireless clients (computers, tablet PCs, NAS,
smartphones, etc.) according to their MAC addresses. You
can manually add a MAC address to restrict permission to
access this AP. The default setting is: Disable Wireless
MAC Filter.

Note: Only applicable in Access Point and WDS AP
modes.

Wireless MAC Filter
ACL Mode

Disabled

Add

No. MAC Address

ACL Mode: Determines whether network access is granted
or denied to clients whose MAC addresses appear in the
MAC address table on this page. Your choices are: Disabled,
Deny MAC in the list, or Allow MAC in the list.

MAC Address: Enter the MAC address of the wireless client.
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Add: Click Add to add the MAC address to the MAC address
table.

Delete: Delete the selected entries.

Save: Click Save to apply the changes.



Wireless Advanced
Wireless Traffic Shaping

Traffic shaping regulates the flow of packets leaving an
interface to deliver improved Quality of Service.

~ Wireless Traffic Shaping

Enable Traffic Shaping Enable ‘= Disable

Download Limit 100 Per User
Mbps (1-999)

Upload Limit 100 Per User
Mbps (1-999)

Enable Traffic Shaping: Default is disable. You may check
this option to enable Wireless Traffic Shaping per SSID.

Download Limit: Specifies the wireless transmission speed
used for downloading.

Upload Limit: Specifies the wireless transmission speed
used for uploading.

Per User: Check this option to enable wireless traffic
shaping per user function. This function allow users to limit
the maximum download / upload bandwidth for each client
devices on this SSID.
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Save: Click Save to confirm the changes.



Fast Roaming

Enable the function to serve mobile client devices that roam
from Access Point to Access Point. Some applications running
on Client devices require fast re-association when they roam
to a different Access Point

Please enter the settings of the SSID and initialize the Security
mode to WPA enterprise, as well as to set the Radius Server
firstly. Users can enable the Fast Roaming and implement the
advanced search.

Please also set the same enterprise Encryption under
the same SSID on other Access Points and enable the
Fast Roaming. When the configuration is realized on
different Access Point, the mobile client devices can run
the voice service and require seamless roaming to prevent
delay in conversation from Access Point to Access Point.
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Fast Roamingw

Enable Fast Roaming Enable = Disable

Enable Fast Roaming: Enable or disable fast roaming
feature.

Enable Advanced Search: Enable or disable advanced
search feature.



WDS Link Settings

Using the WDS (Wireless Distribution System) feature will
allow a network administrator or installer to connect to
Access Points wirelessly. Doing so will extend the wired
infrastructure to locations where cabling is not possible or
inefficient to implement.

Note: Compatibility between different brands and
models of Access Points is not guaranteed. It is
recommended that the WDS network be created using
the same models for maximum compatibility.

Also note: All Access Points in the WDS network need
to use the sam